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Forvaltningsberattelse

Styrelsen och verkstillande direktor for Norrtag AB far hdrmed avge foljande drsredovisning for rikenskapsdret
2024-01-01 — 2024-12-31.

Allmant om verksamheten
Norrtag AB skapar tillgénglighet bade genom det trafiksystem som har byggts upp, och genom att samordna de
aktorer som arbetar for att 6ka resandet med tag och mojliggdra en trafik med hog kvalitet.

Norrtag utgor en viktig faktor for Norrlands regionala utveckling. Bolaget verkar for att, pa affarsméassiga grunder,
erbjuda samhéllsekonomiskt effektiva, attraktiva och langsiktigt hallbara resmdjligheter for de som bor i, verkar i
eller besoker regionen.

Bolagets uppdrag ér att bedriva persontrafik, genom avtal med trafikforetag eller i egen regi, med tag inom och i
anslutning till Sveriges fyra nordligaste 14n jamte ddirmed forenlig verksamhet. Dérutdver ska bolaget
tillhandahalla fordon och verkstad.

Bolagets vision r att Norrtag tillsammans med 6vrig kollektivtrafik ska bilda ett vdl sammanhallet och attraktivt
trafiksystem.

Norrtag AB, med site i Umed, dr ett samdgt bolag och dgs med 25 procent vardera av

e Region Visterbotten

e Region Jamtland Hérjedalen

e  Kommunalforbundet Norrbottens ldns kollektivtrafikmyndighet

e  Kommunalforbundet Kollektivtrafikmyndigheten 1 Vésternorrlands ldn

Verksamheten finansieras av regionerna i de fyra nordligaste ldnen tillsammans med staten. I konsortialavtal
mellan dgarna framgér det hur kostnader och intékter for trafiken skall fordelas mellan delédgarna och dess ansvar
att sikerstilla fortsatt verksamhet.

Norrtag styrelse bestér av atta ordinarie ledaméter och fyra ersittare. Under aret har bolaget haft 10 styrelsemoten.
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P3 vig mot framtidens tagtrafik i norr

Under 2024 har Norrtdg tagit viktiga steg for att stérka sin roll som en central aktor for tillgidnglig och
hallbar tagtrafik i norra Sverige. Norrtdg 2040 - en tagvision har beslutats av vara dgare och utgor
grunden for den langsiktiga visionen for 6kat resande och utvecklingen av tagtrafiken i Norrtagland.
Visionen skapar en tydlig riktning for framtidens trafik och har under &ret konkretiserats genom
strategiska beslut inom trafikplanering, trafikupphandling och fordonsanskaffning.

En robust trafik dr avgorande for att fler ska vilja tdget. Under aret har vi fortsatt arbetat for att forbéttra
punktlighet och regularitet, sérskilt pa de linjer dér eftersatt underhéll och trangsel i infrastrukturen skapat
storningar. Trots en lagre total punktlighet dn foregaende ar, kunde 93 av 100 planerade avgangar genomforas som
planerat. Ett antal avgangar blev planerat instéllda utan bussersittning, frimst pa grund av de mycket laga
temperaturerna i borjan av aret, dé inte heller bussarna trafikerade som normalt. De avgangar som stillts in utan
mdjlighet att resa med erséttningsbuss eller hdnvisning till senare avgang dr under 2024 totalt 0,09 procent, 29 av
32 475 avgangar varav 23 i januari och februari. Det betyder att 99,91 procent av avgangarna antingen har gétt
som planerat, ersatts med buss eller haft en alternativ tdgavgang inom en timme vid instéllning, eller varit planerat
instéllda sa att resendrerna kunnat planera sin resa i forvédg. Det visar pa en mycket stark leveransformaga trots
arets utmanande vinterforhallanden under januari och februari. Vi har ocksé upplevt fortsatta problem med
ERTMS pa Botniabanan under sommaren och omfattande banarbeten under hdsten, som har paverkat trafiken och
resandet.

Under forsta halvéret var resandeutvecklingen positiv, men tekniska problem i infrastrukturen, problem med
biljettslapp och banarbeten under andra halvan av 2024. medférde att vi tappade vi resande. Norrtdg har under
2024 starkt var digitala ndrvaro genom Overgangen till ett nytt biljettsystem och utvecklingen av en ny digital
plattform for béttre trafikinformation. Vara undersokningar visar att kundndjdheten har 6kat fran 91 procent ndjda
kunder till 93 procent som &r ndjda med helheten. Allt fler resendrer upplever Norrtag som ett tryggt och palitligt
resesatt.

Ett strategiskt viktigt beslut for byggandet av Norrtag 2040 — en tagvision var beslutet att ta 6ver fem Regina-
fordon fran Visttrafik, vilket mojliggdr en betydande trafikutdkning fran december 2027 och skapade bra
forutséttningar i den upphandling av trafikféretag som gjordes under varen 2024. Upphandlingen avslutades med
tilldelning av ett 10 arigt trafikavtal med VR Sverige AB. Under hdsten har det pabdrjats ett omfattande arbete
med att sikerstdlla en smidig dvergang fran nuvarande operator.

Styrelsen har under aret godkédnt en langsiktig fordonsstrategi kopplad till Tagvision 2040, och en forstudie har
inletts 1 samarbete med Mélardalstrafik for en gemensam upphandling av nya tag. Parallellt har omfattande
underhall och uppgraderingar av var befintliga fordonsflotta genomforts, inklusive forbéttrad internetuppkoppling
och siikerhetssystem. Vidare har bolaget gjort en forstudie for utbyggnad av vagnsverkstad for att kunna ta emot
nya och langre fordon pa sikt, en forstudie som kommer att fortsétta under 2025.

For att mote framtidens utmaningar med marknad och biljettforséljning i egen regi, arbeta vidare med fordon- och
depéstrategin och att utveckla trafiken har organisationen dkat fran sju till elva anstillda under aret. Bolaget har
ocksa under &ret flyttat in i nya lokaler vid Ostra station i Umea.

Tillsammans med vara dgare, operatorer och resenérer fortsatter vi att utveckla Norrtdg — for att skapa en mer
tillgénglig, palitlig och hallbar tagtrafik for norra Sverige.
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Uppfyllelse av dgarens uppdrag

Bolagets syfte &r att, med iakttagande av lokaliserings-, likstéllighets- och sjélvkostnadsprincipen bedriva
persontagtrafik pa dagtid i respektive region (regional) samt mellan l&nen och angrénsande lidn enligt de
trafikpliktsbeslut som finns och avtal med staten/Trafikverket.

Verksamheten har styrts med utgangspunkt att bedriva vart uppdrag enligt de forutsdttningarna som det
omforhandlade trafikavtalet med VY Tég AB 2022. Bolaget har arbetat med att ta del av det "know-how” som Vy
tag har i marknadsfragorna, byte av biljettsystem och det nya samarbetet i biljettforséljning med Samtrafiken.

Bolaget har tillsammans med RKM i respektive region och tjansteméan lamnat en trafikbestéllning till
trafikforetaget for trafikaret T25. Trafikbestillningen verkar for att regionens invanare ska erbjudas en attraktiv
persontagtrafik med hog tillgénglighet och standard. Tillsammans med RKM har bolaget ocksa arbetat fram en
tidtabell for tdgersattningsbussar vid storre planerade banarbeten under sommar och hdst for att sdkerstilla arbets-
och studiependling.

Norrtadg lamnar en kvalitetsrapport varje kvartal/tertial dir omfattningen av trafikstorningar framgér och hur dessa
har paverkat punktligheten och antal instillda avgdngar med tdg samt hur resandet har utvecklats. Vidare har
bolaget aterkommande samverkansméten i olika former med respektive region samt moten med Trafikverket och
Norges motsvarighet.

Styrelsen har under aret fatt ta del av det pdgdende arbetet med tdgvisionen, trafikupphandling och forstudie av
fordonsanskaftning och utbyggnad av vagnsverkstad. Under aret har styrelsen beslutat om inriktning fér nya
fordon, om att hyra fem begagnade Reginafordon for att sdkerstdlla fordonsbehovet for kommande ér, och dven
beslutat om tilldelningsbeslut i trafikupphandling av nytt trafikforetag.

Under aret har styrelsen tagit ett inriktningsbeslut om framtida fordonsforsérjning om nyanskaffning av fordon
med en topphastighet pd max 200 km/h, med sa bra géngtider som méjligt (200 boost), tva plus tva-sittning med
bistro och utrymmen for cyklar och skidor, minst 250 sittplatser och cirka 100—110 meter langa. Fordonen ska
vara vl anpassade for vinterklimat, viltpdkorningar och laga temperaturer. Vidare ska fordonen vara anpassade for
ett modernt och kapacitetsstarkt internet ombord-system.

Vidare har styrelsen aterkommande fatt rapport om resandeutveckling, mediabevakning, kvalitet pa trafiken,
bolagets organsiationsutveckling, dvergangen av nytt biljettsystem samt ekonomiska utfall och likviditet. Bolaget
har haft aterkommande dialog med respektive tjanstemén pa RKM och region for uppféljning av trafik,
samordning av trafikprocess arligen samt inspel och forankring av tdgvisionen.

Styrelsen har funnit att bolagets verksamhet har bedrivits inom ramen for det kommunala &ndamalet och de
kommunala befogenheterna. Analysen gjordes utifrén:

Bolagsordningen

Agardirektivet

Arbetet med verksamhetsplan och mél for 2024
Det kommunala dndamalet

Grundprinciper for de kommunala befogenheterna

A

I dagens gillande bolagsordning och dgardirektiv saknas koppling till de kommunala befogenheterna. Ett arbete
med att uppdatera styrdokument och bolagsordning pagér hos dgarna i dialog med bolaget. Beslut kring detta
planeras under varen 2025.

Styrelsen har under aret genomfort en enkét for utvirdering av styrelsens och vd arbete.

Arligen foljer styrelsen upp beslutat verksamhetsplan och intern kontrollplan. Styrelsen har inte funnit sidana
brister som medfor anledning att vidta sirskilda atgérder. Vidare har styrelsen aterkommande arbetat med
riskidentifiering och uppdaterat riskanalysen nér behov uppstatt.

NORRTAG AB - Org.nr. 556758-3496 - Arsredovisning 2024 3
Transaktion 09222115557541461544

Signerat JB, JL, AO, HO, RC, TB, RT, JS, CE, BH




Hallbarhetsupplysningar

En hallbar utveckling &r att s manga som mojligt véljer att resa med tag. Att utveckla tagtrafiken och fa en stor
overflyttning fran bil till tdg dr vart bidrag till hallbarhet. Regularitet &r ett hogt prioriterat omrade for forbattring.
Inte bara ur resendrsynpunkt, att tdgen gar, utan dven ur ett hallbarhetsperspektiv. Vid instdllda avgingar ersitts
tdget med buss, som i sé stor utstrackning som majligt ska drivas med fornybara drivmedel. Vér stravan ar att 6ka
andelen busserséttningar som kors med fornybara drivmedel, men helst av allt minska behovet av bussersittning.

Norrtag arbetar aktivt med att fa fler att vilja tdget som transportsétt, bland annat att genom insatser for att skapa
en dverflyttning av resande till kollektivtrafiken. For arbetsgivare i regionen bidrar Norrtag med hallbart resande
savdl till jobbet som under resor i tjansten, som bade sker effektivare och sidkrare. Den som pendlar med tag far
dessutom en naturlig mdjlighet till vardagsmotion. Enligt en undersdkning som WSP tagit fram pa uppdrag av
Svensk Kollektivtrafik cyklar kollektivtrafikresenérer i Sverige dubbelt sd mycket, och gar tre ganger sa mycket
som bilister. Ndr vi anvander de resurser som finns mer effektivt genom gemensamt resande, minskas ocksa risken
for trafikolyckor i jaimforelse med bilen som transportsitt. En tydlig vinst for individen, men ocksé for samhallet.

Jarnviagstrafik ger sma utslapp av koldioxid jamfort med andra trafikslag. Dels pd grund av att tdg ar energisnéla,
dels for att det mesta av transportarbetet sker med hjalp med el. For att kunna leverera el producerad med
vattenkraft och vind (férnybara kéllor) krdvs att man inhandlar ursprungsgarantier infor varje tagplan, Norrtag
har valt att vidlja en niva som garanterar att vi anvénder el som &r producerad av sol, vindkraft, vattenkraftverk
eller biobransle. Om Norrtégs arliga producerade tdgkilometer istéllet hade fordelats mellan flyg, bil och buss
hade det inneburit 6kade utsldpp av koldioxid med néra

30 000 ton. Detta kan jamforas med utsldppen frén ndra 15 000 personbilar pé ett ar.

Under aret har ocksa oversyn skett av elmédtare ombord pa fordonen och numera har. fordonstypen X62 och X11,
elmitare som garanterar rétt pris i prisomradet och planen &r att X52 ska ocksa ha det fran 2026.

Medarbetarnas trivsel och hélsa prioriteras hdgt inom Norrtag. Darfor arbetar vi aktivt for att halla sjukfranvaron
pa en s lag niva som mojligt. Genom aterkommande arbetsplatstraffar skapar vi en ”vi-kénsla” och arbetar for ett
inkluderande klimat, som en viktig del i var vision och vérdegrunder. Vi skapar ocksa mdjligheter till god hélsa i
arbetsvardagen genom bland annat friskvardsbidrag. For att skapa en inkluderande och jamlik arbetsplats har
bolaget i och med nyanstallningar haft workshop i olika forum dér vi diskuterat vardegrunder och forhallningssétt
pa arbetsplatsen. Bolaget har under aret paborjat en arbetsmiljo- och Ionekartliggning.
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Bolagets verksamhetsomraden

Bolaget har arbetat fram en modell med fyra fokusomraden, trafik och kvalitet, resendr och marknad, fordon och
depa samt finansiering, ekonomi och styrning. For att bedoma méluppfyllelse och i vilket grad verksamheten har
uppnatt sitt syfte gors nedan en samlad bedémning.

Verksamhetsomrade Trafik och kvalitet

For de fyra nordligaste ldnen dr det ett uttalat mal att knyta samman lédnen och fa till férbindelser med dvriga
Sverige och internationellt. Kollektivtrafiken ska vara ett medel for att utdka arbetsmarknadsregioner, knyta
samman stdder och kommuner.

For att fler ska vélja att resa med tdg maste det gd att lita pa att tdgen kommer fram i tid. Punktlighet &r ett
kvalitetsmatt dér utfallet visar hur bra alla delar i processen fungerar. Fran planering av tidtabeller till daglig
trafikledning, fran forebyggande underhall pa sparen till akut rdjning och evakuering, frén att forebygga obehoriga
i spér till att bygga ut ny kapacitet. Nést efter sdkerhet ar punktlighet den frdga som troligtvis dr mest central for
jarnvagen. Alla aktorer berdrs, och alla 4r med och bidrar till utfallet. Det matt vi anvander {or att folja upp tagens
punktlighet bendmns Rétt Tid + 5 minuter (RT+5) och innebér att ett framfort tdg maste na sin slutstation senast 5
minuter och 59 sekunder efter tidtabellen. Detta &r det matt som jarnvédgsbranschen har kommit 6verens om ska
anvédndas. Malséttningen &r att 95 procent av alla tag ska vara punktliga. Under 2024 ligger Norrtags totala
punktlighet pa 78 procent RT+35, vilket &r ldgre &n den totala punktligheten 2023. Punktligheten RT+15 (rétt tid
plus 15 minuter) uppgick till 90 procent. Storningsminuter kopplat till infrastruktur och olyckor/tillbud eller yttre
faktorer utgor den storre andelen av den merforsening som drabbar tagtrafiken. Avgéngar norr om Umea har
betydligt lagre punktlighet dn avgangar sdder om Umed. Malmbanan och Stambanan genom &vre Norrland har
omfattande infrastrukturproblem, vilt pa sparen och tung godstrafik vilket paverkar trafikkvalitet.

Regularitetsmattet avser andelen persontdg som stéllts in samma dag eller dagen fore planerad avgangstid samt
persontag som startat, men av nagon anledning inte kunnat ga till slutstationen. Instillda avgangar uppstar ar nagot
vi tvingas acceptera med en aldrad infrastruktur i behov av underhall och kapacitetsbrist pd banan. Men att taget
gar dr en forutsittning for att resendren dver huvud taget ska kunna genomfora sin resa. Det finns en vél inmatad
”sanning” att tdgen aldrig gdr — att man inte kan lita pd taget. Faktum &r att man visst kan det. Under 2024 har
endast 0,09 procent av avgdngarna (29 av 32 475) stillts in utan ersdttningsbuss eller alternativ tdgavgéing, varav
23 i januari och februari. Det innebér att 99,91 procent av avgangarna antingen gatt som planerat, haft en
ersittningslosning eller varit planerat instdllda, vilket gett resendrerna mdjlighet att planera sin resa i forvég.

Aret inleddes med stora sndméngder och en temperatur pa omkring 40 minusgrader i delar av Norrtigland. P4
grund av riskerna for skador i infrastrukturen och av sikerhetsskél for resenérer beslutade Trafikverket om en
stangning av samtliga banor norr om Véannds. Under Norrtdgs historia dr det forsta gangen som Trafikverket tar ett
sadant beslut pa grund av kyla. Avstangningen, och de fordonsskador som orsakades av de laga temperaturerna
och stora snoméngderna fick stor paverkan pa trafiken under januari med instéllda turer och konsekvenserna av
kylan holl i ytterligare ndgra veckor.

I slutet av juli orsakade en av Trafikverkets ERTMS-uppdatering stora storningar i Norrtagstrafiken pa
Adalsbanan under drygt fyra veckors tid. Felet som uppstod gjorde att bommar och liknande vid viigoverfarter inte
fungerade som avsett, vilket innebar att det inte var sékert att trafikera med tag vid dessa platser. Vilket medforde
busserséttningar pa strickan Harnosand-Sundsvall i fyra veckor. Férutom felet som orsakades av en uppdatering
har det varit tekniska brister i ERTMS-systemet pa Botniabanan, Adalsbanan och Malmbanan.

Trafiken i Norrbotten har under 2024 fortsatt att dras med infrastrukturella problem sdsom hastighetsnedséttningar,
sparfel, signalfel, elfel och vixelfel som orsakat betydande forseningar och paverkan pa trafiken. Férseningar
kopplade till infrastrukturfel 6kade under 2024 och sérskilt paverkad var trafiken norr om Umea.
Hastighetsnedsattningar som en f6ljd av banarbeten mellan Boden och Luled orsakade forseningar for samtliga tag
pa strackan. Medelpunktligheten pa Norrtags linjer norr om Umea var sd lag som 43 procent de forsta nio
manaderna. Nér hastighetsnedsittningen togs bort 6kade snittpunktligheten till 75 procent.
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UMER-SUNDSVALL

Trafiken pa strickan Sundsvall-Umeé har trafikerats med 13 dubbelturer och Umea-Ornskoldsvik med 2,5
dubbelturer pd vardagar samt helgtrafik. Under &ret har trafiken varit reducerat till f6ljd av olyckan utanfor Jarpen
hosten 2023. Regulariteten uppgick till 93 procent och punktligheten inom fem minuter (RT+5 min) uppgér till 84
procent och inom 15 minuter till 94 procent. NKI-undersdkningen 2024 visar att 94 procent av resendrerna pa
strackan dr ndjda med helheten.

UMER-VANNAS-VINDELN-HALLNAS

Trafiken mellan Umea—Vénnds—Vindeln trafikeras med 12,5 dubbelturer pa vardagar, varav 3 dubbelturer till
Hallnids pa vardagar, samt helgtrafik. Punktligheten uppgar inom RT+ 5 till 88 procent och inom RT+15 till 97
procent. Regulariteten uppgick till 94 procent. Enligt NKI 2024 4r 82 procent av resendrerna ndjda med helheten
pa strackan.

Mellan Vinnés och Héllnds genomfordes under varen ett tio veckor 1dngt banarbete. Resendrerna hianvisades till
ersittningsbussar och Léanstrafikens bussar och trots den 1dnga banarbetsperioden sjonk inte resandet naimnvart.

LULER-UMEA

Linjen trafikeras med tre dubbelturer p& vardagar och tvé dubbelturer helgdagar. Punktligheten pé strickan uppgér
till 58 procent RT+5 respektive 76 procent RT+ 15. Punktligheten pé strickan paverkas negativt av
infrastrukturproblem och eftersldpande underhall. Strackan kring noden Boden ér har stora kapacitetsproblem,
vilket har paverkat bade punktlighet och regularitet. Stambanan genom &vre Norrland kantas med eftersldpande
underhall och infrastrukturproblem vilket dr den vanligaste orsaken till forsenade tdg. Regulariteten uppgick till 97
procent. Arets NKI-undersdkning visar att 84 procent av resenirerna ir ndjda med helheten pa strickan. Samma
undersokning visade att 91 procent av resendrerna ndjda med tidhallningen, trots den 1dga punktligheten pa
strackan.

KIRUNA-LULEAR

Linjen trafikeras med tre dubbelturer pa vardagar och tva dubbelturer pa helger. Punktligheten RT+5 uppgar till 44
procent och RT+15 till 71 procent. Linjen har sedan lédnge haft en viktig funktion, sérskilt for Malmflten, bade for
tjénsteresor och andra reseandamal. Infrastrukturproblem bromsar dock utvecklingstakten framst i de norra delarna
av trafiksystemet. Linjen har den lagsta punktligheten i norrtagssystemet, fraimst pa grund av godstag, slitage pa
infrastruktur och kapacitetsproblem framst pa strickan Luled&—Boden. Regulariteten uppgick till 91 procent. Trots
den rekordlaga punktligheten pa strackan visar 2024 &rs NKI-undersdkning att 94 procent av resendrerna ar ndjda
med tidhallningen. Samma undersdkning visa att 93 procent av resenérerna dr néjda med helheten.

LULERA-HAPARANDA

Strackan Lulea—Haparanda trafikeras med tre dubbelturer pa vardagar och tre pé helger. Tidtabellen har i T25
anpassats for en mojlig framtida finsk anslutning. Punktligheten uppgér till 54 procent RT+5 och till 83 procent
RT+15. Stora hastighetsnedsdttningar under ldngre tid och kapacitetsproblemen runt Boden &r orsaken till de flesta
merforseningar. Regulariteten uppgick till 87 procen. Strackan har ett lagt resande och nér det uppstar fordonsbrist
sa dr en stor del av tagtrafiken ersatt med buss. Trots den ldga punktligheten visar drets NKI-undersokning att hela
92 procent av resendrerna dr ndjda med tidhallningen och 93 procent &r ndjda med helheten nér de reser med
Norrtag.

STORLIEN-SUNDSVALL

Trafiken omfattar totalt nio dubbelturer pa vardagar plus helgtrafik p4 strickan Sundsvall-Ostersund, pa strickan
Ostersund—Duved fem dubbelturer samt pa striickan Duved-Storlien tva dubbelturer med omstigning i Storlien for
fortsatt resa in i Norge. En dubbeltur har under 4ret varit instilld mellan Sundsvall och Ostersund till f6ljd av de
stora skador som dsamkades fordonet vid olyckan utanfor Jarpen i slutet av oktober 2023.Ppunktligheten uppgér
till 82 procent RT+5 och till 93 procent RT+15. Regulariteten uppgick till 96 procent.
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Arets NKI-undersokning visar att 94 procent av resenirerna pa strickan dr néjda med helheten nir de reser med
Norrtag.

Verksamhetsomrade Resendr och marknad

Norrtdg agerar pa en Oppen marknad dér bilen, lings med samma striackningar som taget, utgdr var storsta
konkurrent. Vért erbjudande jadmfors d&ven med vad andra tdgbolag och &vrig kollektivtrafik erbjuder, bade
géllande service, pris, restid och utbud. Arbetet med att fa fler att vélja tdget har under aret fortsatt i néra
samarbete med trafikforetaget.

En stor utmaning &r den djupt rotade forestdllningen om opalitlig tagtrafik och att tdgen aldrig gér. For att fordandra
detta behdver Norrtadg arbeta mer aktivt med att formedla en faktabaserad och positiv bild av trafiken, lyfta fram
forbattringar och tydliggdra insatser for 6kad punktlighet och robust trafik. Att stérka fortroendet for tdgets
tillforlitlighet ar en avgdrande faktor for att vinna marknadsandelar och 6ka resandet pa sikt.

Resandeutvecklingen under 2024 lag under forsta halvéaret pa omkring tre procent dver foregdende arsniva, detta
trots att avgangar stilldes in pd grund av mycket string kyla i borjan av aret. Vi noterade &ven en dverflyttning
fran Nattaget och SJ, da de under varen stéllde trafik. Det Coradiafordon som var inblandat i olyckan utanfor
Jarpen hosten 2023, har varit ur trafik hela aret, vilket medfort reducerat trafik pa strickan Umea-Sundsvall-
Ostersund vilket paverkar resandeutvecklingen. Den arligen aterkommande pensionirsveckan, i &r den 13—16 maj,
lockade fler resenérer dn nagot tidigare ar. Veckan har visat sig vara ett mycket uppskattat inslag och i ar gjordes
niarmare 5 000 resor. Tagsemesterkortet, som &r ett dterkommande sommarerbjudande hos Norrtag, var populart
bland resendrerna under sommaren. Det genererade positiv uppmarksamhet i sociala medier och sidlde omkring 1

600 tagsemesterkort, vilket var nagot farre &dn foregéende &r.

Fritidsresandet var starkt under sommaren med drygt fem procent hogre resande dn 2023. Efter sommaren
avstannade utvecklingen och resandet nadde inte riktigt upp till forvintande nivaer. P4 Botniabanan paverkades
resandet kraftigt efter uppdateringen av signalsystemet ERTMS, vilket orsakade omfattande storningar pa
Adalsbanan och Botniabanan under fyra veckors tid. Byte av biljettsystem medférde problem for trafikforetagets
marknadsavdelning att sldppa biljetter vilket gav en negativ paverkan framfor allt pa ldngvéga resandet ddr man
har storre framforhallning 1 bokningar av resor.

Det totala resandet under 2024 uppgick till 1,5 miljoner resande, samma niva som 2023, men sju procent ldgre dn
budget. Resandet i Norrbotten har en fortsatt positiv utveckling och pa strickan Luled-Umea dkade det med tva
procent jaimfort med budget och sex procent jamfort med 2023 ars utfall. P4 Kiruna-Luled uppgick resandet till 2
procent under budget. Daremot dr resandet pé strdckan nio procent hogre én foregdende ar. Resandet pa strickan
Haparanda-Luled landade pa elva procent under 2023 ars niva och 28 procent under budget for 2024. De totala
biljettintdkterna uppgar till 191 miljoner kronor. Med en budget pa 199 miljoner kronor innebér det ett tapp pa fyra
procent.

Verksamhetsomréde Fordon och depa

En vésentlig del i bolagets atagande &r att tillhandahélla funktionella fordon och fordonsdepéer till trafikforetaget.
Syftet med allt underhall av fordon &r att uppna en hog driftsdkerhet, det vill séga att fordonen och i forlangningen
tagtrafiken blir tillforlitlig. Stérningarna resulterar i hoga kostnader med forseningar eller instéllda tag, vilket i sin
tur kan leda till ett bristande fortroende for tagtrafiken formaga att hélla tiderna och dér resenédren kan vélja andra
trafikslag. Norrtdg ska verka for att optimera underhallet, uppratthélla fordonens vérde och utveckla deras
funktionalitet och prestanda dver tid.

Norrtag tillhandahaller och hyr genom sina dgare fordon. Norrtag tillhandahéller i sin tur ut fordonen till
trafikforetaget genom ett nyttjanderittsavtal, dar trafikforetaget patar sig ansvaret for fordonen under
avtalsperioden. Norrtags trafik utfors med;

e Tolv eldrivna motorvagnar av typen X62 Coradia Nordic
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e Sex eldrivna motorvagnar av typen X52 Regina
e  Tre eldrivna motorvagnar av typen X11
e Ett dieselfordon av typ Itino — uthyrt till Transitio som reservfordon under 2024.

Det Coradiafordon som hdsten 2023 var inblandat i en allvarlig olycka pa Mittbanan var borta under hela 2024.
Som foljd av detta har trafiken varit ndgot reducerad och bussersatt pa pendlarstrackor. Prognosen é&r att fordonet
kan vara tillbaka i trafik i maj 2025. Forsakringserséttning har utgatt till Norrtdg motsvarande

Under éret har flera viktiga dtgérder genomforts for att sdkerstdlla en modern och tillforlitlig fordonsflotta samt for
att mota framtida behov. Ett omfattande upprustningsprogram for X52 Regina-fordonen har genomforts, dér en
stor del av flottan nu ar uppgraderad. Arbetet fortlper enligt plan och samtliga fordon berdknas vara klara under
forsta halvéaret 2025. For att minska kostnader och driftstdrningar vid viltkollisioner har koppelskydd monterats pa
samtliga X62-fordon. Sedan inforandet har inga allvarliga skador pa kopplen rapporterats, vilket forvantas leda till
betydande besparingar over tid.

Uppgraderingen av internet ombord har under aret slutforts pa samtliga fordon. Syftet med uppgraderingen é&r att
forbattra kapaciteten mellan tagens wifi-system och mobiloperatorernas nétverk, inklusive mojligheten att anvénda
5G och forstarka prestandan pa befintliga 4G-nétverk.

For att mota framtida trafikokningar och ersitta fordon som narmar sig sin tekniska livslingd har en forstudie
genomforts 1 samarbete med AB Transitio. Studien har gett en 6verblick av marknadens utbud, en 6versyn av
kravspecifikation for framtida fordon i Norrtags trafik.

Utokad verkstadskapacitet &r en viktig forutséttning for att underhélla den framtida fordonsflottan. En
depéforstudie har darfor genomforts tillsammans med INAB for att analysera mdjligheterna att stirka Norrtags
egen verkstadskapacitet.

Infor det kommande byte av trafikforetag har en forsta besiktning av fordonen genomforts, vilken visat att flottan
ar 1 gott skick.

Verksamhetsomrade Finansiering, styrning och ekonomi

Strategisk styrning &r en forutsittning for att uppna god kvalitet och effektivt resursutnyttjande. Upphandling och
inkop dr en del i den strategiska styrningen. Att kontinuerligt folja upp trafiken, avtalsbevakning och
omvérldsanalys dr en bra grund for att uppnd en god strategisk styrning.

Genomford upphandling av ett tioarigt operatdrsavtal i konkurrens har medfort en bra prisniva for trafikerséttning
till trafikforetaget. En gynnsam prisnivan pa ersittningen har paverkats positivt av en dkad trafikproduktion &ver
avtalstiden, en forbattrad och mer homogen fordonspark och pa sikt en centraliserad depalosning i Umea. Ett
uppstartsprojekt med VR Sverige har pabdorjats for att mojliggora en bra dvergang fran den nuvarande
trafikforetaget Vy Tag.

Infor det nya trafikavtalet fran och med 2026, med ett rent produktionsavtal i grunden, har arbetet med att bygga
den nya organisationen fortsatt och rekrytering av nya tjanster inom trafikplanering, fordon/teknik och ekonomi
har skett och fortsétter successivt inom marknad under 2025. Bolaget kommer ocksa ta beslut om biljettsystem
under védren 2025.

Vasentliga risker och osdkerhetsfaktorer

Under éret inledde Norrtag, pa uppdrag av RKM, diskussioner med Trafikverket om ett trearigt avtal for
finansiering av Norrtdgstrafiken, med start i december 2024. I mitten av oktober manad, aterkom Trafikverket med
beskedet att de inte har erhallit ndgon 6kning av anslaget for trafikavtal i budgetpropositionen for 2025 och
utblicken for 2026. Dock ser Trafikverket att ataganden, utifran deras ansvar att upphandla dér de storsta bristerna
i tillgénglighet for interregional kollektivtrafik finns, kvarstar for Norrtdg men anslaget récker inte till. Under
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december 2024 dterkom Trafikverket med ettérigt avtal dér finansiering ticker de utpekade strackorna Umead-
Sundsvall, Sundsvall-Ostersund-Storlien och Umeé-Lule4 med ett anslag pa 98 msek. Striickorna Haparanda-
Luleé och Luleéd-Kiruna far inget anslag dock behovet for statens ansvar for interregionalt resande kvarstar.
Forhandlingar f6r 2026 och framét kommer att fortsétta hosten 2025 da anslaget for budgetpropositionen blir ként.
En stor osdkerhet for den langsiktiga finansieringen av Norrtagstrafiken.

Rysslands pagéende krig i Ukraina har framst paverkat tillgangen till reservdelar och material till kommande
underhall och upprustning av fordon vilket medfor 6kade priser och dkade fordonskostnader pa sikt. Utvecklingen
av Stibor rénta, har paverkat fordonshyrornas utveckling hos hyrestagarna samtidigt har avséttningar for framtida
underhall blivit dyrare. Nu ser vi en atergéng till battre rdntenivder som kommer att paverka fordonshyror i positiv
riktning och jamna ut de fordyringar vi ser i tungt underhall.

Tidigare paverkan av energipriser som gav effekter pa trafikkostnad under tidigare ar har stabiliserats och nu dr
elpriserna tillbaka pa samma nivaer som fore kriget och med en mer jimn niva samtidigt som nya elmaétare pa
Coradiaférdonen paverkar priset positivt, da vi erhéller rétt pris i rétt prisomrade.

Norrtags viktigaste bidrag till att na tillvaxt- och klimatmal dr att fa fler att vélja taget framfor andra
transportmedel genom robust trafik och resendrsomhédndertagandet. Vi ser brister idag i vart viktiga
jarnvigssystem. Genom samverkan kan vi 6ka forstdelsen for tagtrafik i Norr och fa ett béttre fungerande
jarnvigssystem pa sikt.

Visionen for Norrtdg som togs av regionerna under 2024 har resulterat i en forstudie av fordonsanskaffning och
depéautbyggnad. Den kostnadsutveckling vi har sett pé reservdelar och upprustningar avspeglas dven 1
anskaffningspriset pa nya fordon. I oktober manad dppnades en mdjlighet att gora en upphandling av fordon
tillsammans med Malardalstag, som ocksa har ett fordonsbehov pa samma niva som Norrtdg och i samma
tidsperiod. Detta gor att vi paborjat en fordjupad forstudie till att omfatta en upphandling pé ett fordubblat antal
fordon. Vi tror att en 6kad konkurrens pa marknaden ger béttre anskaffningspriser och andra synergieffekter pa
forvaltningssidan hos Transitio. Styrelsen har beslutat att genomfora en fordjupad forstudie tillsammans med
Malardalstag vilket gor att beslut om borgensatagande for nya fordon skjuts fram ett ar, som léngst till februari
2026.
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Maluppfyllelse Verksamhetsplan 2024

TRAFIK OCH KVALITET

Norrtag uppvisar en punktlighet pa 98 % nér man tar hinsyn till trafikpédverkande hdandelser som trafikforetaget
har radighet. Motsvarande siffra for regularitet uppgar till ocksa 97 %. Brister i infrastrukturen, viderforhallande
och tillbud har en stor paverkan for trafikkvalitet. De vanligaste orsakerna till instilld trafik som trafikforetaget
rader over dr fordonsbrist. Trots utmaningar som finns med en aldrande fordonspark och omfattande viltolyckor
nér det rader strdnga vintrar har trafikforetaget uppvisat forbéttringar. Med dels forbéttringar i
avisningsanldggningen, dels tekniska forbattringar pa koppel samt optimerad underhall har medfort att
fordonstillgénglighet 6kat markant under de tre sista kvartalen.

RESANDE OCH MARKNAD

Utmaningar med reducerad trafik, byte av biljettsystem och biljettslapp under aret paverkade utfallet av resande.
Trots detta ligger pa resandet pa samma nivaer som 2023 men klarar inte budget hela vigen. Avvikelsen &r—7
procent mot budget och intékterna ligger pa en niva —4 procent mot budget.

Norrtdg AB ar ytterst ansvarigt for varuméarket Norrtag och ska darfor leda arbetet med att utveckla varumarket.
En av de storsta utmaningarna ar att for fa kdnner till eller kdnner for Norrtag. Andelen som kénner till Norrtag
(hjalpt kdnnedom) har sjunkit fran 93 till 92 procent 2024, jam{ort med 2023 ars métning. Andelen som kinner
nagonting for Norrtag har d&ven den sjunkit fran 63 till 54 procent. Det finns dérfor stora anledningar for bolaget att
fortsdtta med, och utveckla, varumarkesarbetet for en storre och bredare kinnedom.

Enligt arets kundundersdkning har andelen resenérer som ar ndjda eller mycket ndjda dkat till 93 procent — en
ytterligare forbattring jamfort med tidigare métningar. Undersdkningen visar att resendrerna upplever Norrtdg som
en trygg och séker reseupplevelse, dir bade biljettbokning och pastigning fungerar smidigt och ddr manga ar ndjda
med tidhallningen, trots att punktligheten pa flera strickor dr lag. Personalen ombord fér fortsatt hdga betyg for sin
service och information. Det hér &r ett kvitto pa att Norrtag och trafikforetagets arbete med att skapa en smidig och
trygg reseupplevelse ger resultat. Vi fortsétter att fokusera pa hog service, enkelhet och tillgdnglighet for att gora
tagresan dnnu béttre for vara resendrer.

Beldggningsgraden avviker med —3 procent. Vid analys av resandet i de olika regionerna &r maltalet uppfyllt
forutom avseende resande i Norrbotten. I Norrbotten ar resorna lingre én i 6vriga delar av trafiknétet, vilket gor
det svart att fylla tdgen pa delstridckor. Detta medfor en ldgre beldggningsgrad, 31 procent under 2024. I region
Jamtland-Hérjedalen ar beldggningsgraden 39 procent. Méanga stopp och ett formanligt ungdomskort bidrar till en
jadmn och bra beldggning pa korta stréckor.

FORDON OCH DEPA

Stora forbattringar har skett under aret avseende skadebalanser och tillgdngligheten pa fordon. Det nya arbetsséttet
att folja upp skadebalanser och tillgéngliga fordon for trafik och samtidigt optimera underhall har bidragit positivt.

FINANSIERING, STYRNING OCH EKONOMI

Bolaget fortsétter att aktivt folja upp Norrtags uppdrag, infrastrukturens forutsittningar samt omvérldens paverkan
av ekonomiska forutséttningar. En viktig del dr en bra forvaltning av fordonen, hitta tekniska forbattringar och
sakerstilla den ekonomiska livsldngden, vilket ger goda forutsittningar att ha en robust trafik och minska
underhallskostnader. Genom kontinuerliga analyser och utveckling av nyckeltal, skapar vi bra forutsittningar av
en kostnadseffektiv trafik och formaga att skapa handlingsutrymme for att séikra trafikkostnaden och
biljettintakter.
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Malomrade Utfall 2024 Maltal 2024
Trafik och kvalitet

Regularitet” 97 % 95 %
Punktlighet” 98 % 95 %
Resendr och marknad

NKI Helhetsintryck 93 % 90 %
Belaggningsgrad 37 % 40 %
Resandeutveckling +0 % +5 % arligen
Kénna till varumarket 91 % 98 %

Kanna fér varumarket 54 % 72 %
Positivt instéllda till varumarket 43 % 58 %

Fordon och depa

Stoppande skador ska avhjalpas sa att fordonet
kan tas i trafik inom tva dagar

Stoppande skada ska
avhjalpas sa att fordonet
kan tas i trafik inom tva
dagar - GODKANT

Stoppande skada ska
avhjalpas s3 att
fordonet kan tas i
trafik inom tva dagar

Manadsvis uppfoljning av aldre skador pa
fordonen - antalet 6ppna skador rapporterade i

Nivder - GODKANT
Typ Vinter Ovriga aret

Nivaer i
Typ Vinter Ovriga aret

Ford aldre &n 30 dagar (skadebalans) far per X62 75 st 50 st X62 75 st 50 st
avstamningstidpunkten inte verskrida avtalade | X52 36 st 24 st X52 36 st 24 st
gransvarden X1130st 20 st X11 30st 20 st
Eftersldpande forebyggande underhdll ska inte | Trafikforetaget ska utféra| Trafikforetaget ska
forekomma pa fordonsflottorna det f('jreobyggande utfora det
underhallet inom de férebyggande

intervall som anges i
fordonens
underhallsplaner-
GODKANT

underhdllet inom de
intervall som anges i
fordonens
underhdlisplaner

Finansiering, styrning och ekonomi

Intakter fran biljettférsaljning

12 % jmf med 2023

+10 % jmf 2023

Kostnadstackningsgrad,
(biljettintakter/trafikkostnad)

37 %

38 %

NORRTAG AB -

* Mélsittning utifrén trafikpaverkande hiindelser som trafikforetaget har radighet dver.

T Nivéer enligt Trafikavtal tagtrafik 2022, Bilaga 2.2 Fordon
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Utveckling av foretagets verksamhet, resultat och

stallning

Summa intékter uppgér till 549 217 kkr, den statliga finansieringen for trafik uppgar till 100 610 kkr och
den regionala finansieringen for trafik uppgar till 248 642 kkr, vilket dr 8 833 kkr ldgre &n inbetalt av

dgarna och har i arsbokslutet bokforts som skuld till d4garna.

Ekonomiskt ssmmandrag 2024 2023 2022
Omsittning exkl. driftsbidrag kkr 300 575 267 529 264 146
Resultat efter finansiella poster kkr 3 7 23
Likviditet % 104,5 102,60 103,84
Soliditet % 1,9 1,0 0,84
Forindring av eget kapital 2024 2023
Bundet eget kapital
Aktiekapital 2 000 2 000
Enligt balansrékning innevarande ar 2000 2000
Fritt eget kapital
Enligt balansrdkning fg. ar 0
Avrets resultat 0
Enligt balansrikning innevarande ar 0
RESULTATDISPOSITION (i kronor)
Styrelsen och verkstillande direktdren foreslar att till forfogande stdende medel
Balanserat resultat 0 kr
Arets resultat 0 kr
Disponeras salunda
i ny rdkning balanseras 0 kr
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NORRTAG AB

RESULTATRAKNING FOR TIDEN 20240101--20241231 (KKR)

RORELSENS INTAKTER

Nettoomséttning
Ovriga rorelseintikter
Driftsbidrag fran dgare

SUMMA RORELSENS INTAKTER

RORELSENS KOSTNADER

Direkta trafikkostnader

Ovriga externa kostnader

Personalkostnader

Avskrivningar av materiella anldggningstillgangar

SUMMA RORELSENS KOSTNADER

RORELSERESULTAT

Resultat fran finansiella poster
Rénteintikter och liknande resultatposter
Réntekostnader och liknande resultatposter

Summa resultat fran finansiella poster
Resultat efter finansiella poster
Skatt pa arets resultat

ARETS RESULTAT
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Not 1

Not 2
Not 3
Not 4

Not 5
Not 6
Not 7
Not 8

Not 9

Not 10
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2024-12-31
191 935

108 640
248 642

549 217

-522 486
-16 062
-11 648

-870

-551 066

-1 849

1 855

1852

2023-12-31

172 367
95162
237400

504 929

-489 051
-7 744
-8 766

-807

-506 368

-1439

1 446

1446
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NORRTAG AB
BALANSRAKNING PER 2024-12-31 (KKR)

TILLGANGAR

ANLAGGNINGSTILLGANGAR

Materiella anliggningstillgangar

Inventarier, verktyg och installationer

Finansiella ankiggningstillgingar

Aktier och andelar

SUMMA ANLAGGNINGSTILLGANGAR

OMSATTNINGSTILLGANGAR

Kortfristiga fordringar
Kundfordringar
Skattefordran
Kortfristiga fordringar

Forutbetalda kostnader och upplupna intékter

Summa kortfristiga fordringar

Kassa och bank

SUMMA OMSATTNINGSTILLGANGAR

SUMMA TILLGANGAR

NORRTAG AB

Org.nr. 556758-3496

Transaktion 09222115557541461544
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Not 1

Not 8

Not 11

Not 10

Not 12

2024-12-31

4265

60

4 325

3696
103
8295
32265
44 358

57 942

102 300

106 625
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2023-12-31

4 308

60

4368

87 023
90

9 875
39 555
136 543
58 266
194 809

199 177
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NORRTAG AB
SKULDER OCH EGET KAPITAL

EGET KAPITAL

Bundet eget kapital
Aktiekapital
Reservfond

Fritt eget kapital
Balanserat resultat
Arets resultat

SUMMA EGET KAPITAL

Avsittningar
Ovriga avsittningar

Summa avsittningar

KORTFRISTIGA SKULDER
Leverantorsskulder
Skatteskulder

Skuld aktiedgare

Ovriga kortfristiga skulder
Upplupna kostnader och forutbetalda intdkter

SUMMA KORTFRISTIGA SKULDER

SUMMA SKULDER OCH EGET KAPITAL
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Not 1 2024-12-31

Not 13,14
2 000
0
2000
Not 15 6700
6700
56 349

Not 10
Not 16 13 155
407
Not 17 28014
97 925
106 625~
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2023-12-31

2000

2000

7303

7303

70 591
90 147
279

28 857
189 874

199 177
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KASSAFLODESANALYS

Kassaflodesanalys (KKR)

Not 2024-01-01 2023-01-01
2024-12-31 2023-12-31

Den lopande verksamheten
Rorelseresultat

Justering for poster som inte ingar i kassaflodet
Avskrivningar

Arets skattekostnad

Okning/Minskning av 6vriga avsittningar
Realisationsvinst vid forsiljning av inventarier

Erhallen ranta

Erlagd ranta

Kassaflode fran den 16pande verksamheten fore
foriandring av rorelsekapital

Fordndring av rorelsekapital
Okning/Minskning av avsattningar
Okning/Minskning av fordringar
Okning/Minskning av leverantdrsskulder
Okning/Minskning av dvriga korta skulder
Kassaflode fran den 16pande verksamheten

Investeringsverksamhet

Forvarv av materiella anlaggningstillgangar
Forsaljning av inventarier

Kassaflode fran investeringsverksamheten

Finansieringsverksamhet

Amortering av skuld

Aktieutdelning

Kassaflode fran finansieringsverksamheten

Okning/Minskning av likvida medel

Likvidamedel vid arets borjan
Likvidamedel vid arets slut
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-1 849 -1439

8 870 807

10 -3 -7
15 6 700

5718 -639

9 1855 1446

9 -3 -

7570 806

15 -7 303 -4 463

92185 -36278

-14 242 19 820

-77 708 -55 462

502 -75 577

8 -827 -23

-827 -23

0 0

-325 -75 600

58 266 133919

57 942 58 266
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NOTER TILL RESULT- OCH BALANSRAKNING
Not 1 Redovisnings och virderingsprinciper

Arsredovisningen har upprittats i enlighet med arsredovisningslagen och enligt
Bokforingsnamndens allméinna rdd BENAR 2012:1. Arsredovisning och koncernredovisning
(K3).

Fordringar, skulder och avsiittningar

Om inget annat anges ovan virderas kortfristiga fordringar till det ldgsta av dess
anskaffningsvarde och det belopp varmed de beréknas bli reglerade. Langfristiga fordringar
och langfristiga skulder vérderas efter det forsta varderingstillfallet till upplupet
anskaffningsvirde. Ovriga skulder redovisas till anskaffningsvirdet om inget anges

Materiella anlidggningstillgangar

Materiella anldaggningstillgangar redovisar till anskaffningsvirde minskat med ackumulerade
avskrivningar och nedskrivningar. I anskaffningsvérdet ingar forutom inkopspriset d&ven
utgifter som ar direkt hénforliga till forvarvet.

Avskrivningar

Avskrivningar sker linjart ver tillgdngens berdknade nyttjandeperiod eftersom det aterspeglar
den forvintade forbrukningen av tillgangens framtida ekonomiska fordelar. Avskrivningen
redovisas som kostnad i resultatrakningen.

Nyttjandeperiod

Datorer Tre ar
Inventarier Fem ar
Arbetsfordon Tio ar
Forbéttringar annan fastighet Tio ar
Tekniska forbéttringar pa fordon Tio ar
Leasing

Alla leasingavtal redovisas som operationella leasingavtal. Leasingavgifterna enligt
operationella leasingavtal, inklusive férhdjd forstagdngshyra men exklusive utgifterna for
tjdnsterna som forsdkring och underhéll redovisas linjart 6ver leasingperioden.

Intéktsredovisning

Det inflode av inbetalningar som foretaget erhallit eller kommer att erhalla redovisas som
intdkt ndr prestationen utforts. Intdkterna varderas till verkliga virdet av det som erhallits eller
kommer att erhallas, med avdrag for rabatter.

Offentliga bidrag och intiktsredovisning

Ett offentligt bidrag som inte &r forknippat med krav pa framtida prestation redovisas som
intékt nar villkoren for att fa bidraget uppfylls. Ett offentligt bidrag som &r férenat med krav pa
framtida prestation redovisas som intékt nér prestationen utfors. Om bidraget har tagits emot
innan villkoren for att redovisa det som intikt har uppfyllts, redovisas bidraget som skuld.
Statlig medfinansiering av rorelsen har redovisats som ovriga rorelseintikter. Regional
medfinansiering av rorelsen har redovisat som driftsbidrag fran dgarna. Nettoomsattning avser
intdkter hanforbara till biljettintékter for resande med avresa skett under samma period, eller
intékter forenliga med trafikavtal.
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Inkomstskatter

Aktuella skatter virderas utifrdn de skattesatser och skatteregler som géller pa balansdagen.
Uppskjutna skatter véirderas utifran de skattesatser och skatteregler som &r beslutade fore
balansdagen.

Avsittningar

En avsittning redovisas i balansridkningen nér en legal eller informell forpliktelse uppstar som
en foljd av en intrdffad hdndelse och det dr sannolikt att ett utflode av resurser kommer kréavas
for att reglera atagandet och en tillforlitlig uppskattning av beloppet kan goras

Kassaflodesanalys

Kassaflodesanalysen upprittas enligt indirekt metod. Det redovisade kassaflodet omfattar
endast transaktioner som medfort in- eller utbetalningar.

Not 2 Nettoomséttning 2024 2023
Biljettintdkter 183 621 163 467
Ersittning for resande med RKTM fardbevis 8314 8 168
Projektintdkter Botniska korridoren - 731
Summa nettoomsiittning 191 935 172 367

Not 3 Ovriga rorelseintikter

Medfinansiering Trafikverket 100 610 94 626
Vidarefakturering av underhall 129
Ovriga ersittningar och bidrag 8030 407
Summa ovriga rorelseintikter 108 640 95 162
Not 4 Driftsbidrag

Kollektivtrafikmyndigheten i Viasternorrland 89 328 82 557
Region Jimtland Hérjedalen 42 464 40472
Region Visterbotten 73 068 68 751
Kollektivtrafikmyndigheten i Norrbotten 52 615 49 942
Summa utfakturerat driftbidrag 257 475 241 721
Avrikningsskuld -8 833 -4 321
Summa intiktsforda driftsbidrag 248 642 237 400

Not 5 Direkta trafikkostnader

Trafikkostnad operator 303 019 289 394
El och banavgifter resandetrafik 42 167 39 352
Verkstadshyra och underhall 51173 42 880
Fordonshyror 126 127 117 424
Summa trafikkestnad 522 486 489 051
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Fordonen, som édgs av AB Transitio, har anskaffats pa uppdrag av Norrtdgs dgare. Vidare hyr
Norrtag fordon av Transitio, via Norrtags dgare. Kostnads forda leasingavtal redovisas som ej
uppsédgningsbara operationella leasingavtal. Leasingavgifterna enligt operationella leasingavtal
redovisas linjért over leasingperioden. Leasing avser foljande fordonstyper.

Uthyrare Fordonstyp Tekniskt Antal
slutar
Region Visterbotten X52 Regina 2032-2034
X62 Coradia 2041-2042 3
Kommunalférbundet Norrbottens ldns X52 Regina 2032-2034 1
kollektivtrafikmyndighet
X62 Coradia 2041-2042 3
X11 2026 1
Kommunalforbundet Viasternorrlands X52 Regina 2032 2
kollektivtrafikmyndighet
X62 Coradia 2041-2042 3
XI11 2030 1
Region Jimtland Harjedalen X52 Regina 2032 1
X62 Coradia 2041-2042 3
X11 2026 1
Framtida leasingavgifter avseende ej uppségningsbara operationella leasingavtal
Ska betalas inom ett ar 127 600
Ska betalas inom 1-5 ar 553 600
Ska betalas senare dn 5 ar 976 000
1 657 200
Hyreskostnad kontorslokal
Kvm Hyresavtalets
) utgang
Lokal Ostra station 339 2034-09-30
Framtida leasingavgifter avseende lokalhyra
Ska betalas inom ett ar 978
Ska betalas inom 1-5 ar 4 686
Ska betalas senare dn 5 ar 5675
11338
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Not 6 Ovriga externa kostnader

Ersittning till revisorer
Revisionsuppdrag
Skatteradgivning

Ovriga tjénster

Summa

Not 7 Personalkostnader

Fordelning
Min
Kvinnor
Totalt

Loner och ersittningar

Vd och styrelse

Ovriga anstillda

Summa loner och erséttningar
Sociala avgifter enligt lag och avtal
Pensionskostnader (varav Vd 658 kkr)

Summa sociala avgifter och pensionskostnader

Avtal for hogre befattningshavare

2024

108
39
25

108

2023

130
18
25

173

Medelantalet anstillda

4,5
4.6
9,1

1455
7003
8458
2121
1069

3191

For Vd giller en dmsesidig uppsdgningstid om sex manader samt rétt till avgangsvederlag vid
uppsdgning fran bolagets sida, som motsvarar sex manadsloner.

Konsfordelning bland ledande befattningshavare

Andel mén i styrelse

Andel kvinnor i styrelse

Andel méan ibland 6vriga ledande befattningshavare
Andel kvinnor ibland 6vriga ledande befattningshavare

Not 8 Inventarier, verktyg och datorer
Ingdende anskaffningsvirde
Arets investeringar

Arets utrangering

Utgiende anskaffningsvirde

Ingdende avskrivningar enligt plan
Arets avskrivningar enligt plan
Virdeminskning arets utrangering

Utgiende avskrivningar enligt plan

Bokfort viarde

67 %
33%
60 %
40 %

2024
8539
827
-237

9129

4231
-870
237
-4 864

4265

N B~

2123
3596
5719
1780
1188

2968

67 %

33%

63 %

37 %
2023
8464
75

8539

3424
- 807

-4 231

4308
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Not 9 Rinteintéikter, rintekostnader och liknande resultatposter

Rénteintikter 1855 1 446
Réntekostnader basridnta checkkredit -3
Summa finansiella poster 1852 1446

Not 10 Arets skatt
Aktuell skatt -3 -7
Justerad avseende tidigare ar - -

Summa redovisad skatt -3 -7
Skatt pa redovisad resultat fore skatt -3 -1
Skatt pa redovisad resultat enligt géllande skattesats (20,6%) -3 -1
Skatteeffekt av

Ovriga ej avdragsgilla kostnader -8 -6
Ej skattepliktiga intékter 6 3
Redovisad skatt -3 -7
Genomsnittlig effektiv skattesats 20,6 % 20,6 %

Not 11 Aktier och andelar
Samtrafiken i Sverige AB 30 st aktier 60 60

Not 12 Forutbetalda kostnader och upplupna intikter

Ovriga kostnader 4975 873
Upplupna biljettintakter 12 240 16 170
Forutbetalda hyreskostnader kvartal 1 15050 22512
Summa forutbetalda kostnader och upplupna intikter 32265 39 555

Not 13 Aktiekapital, 2000 aktier, kvotviirde 1 000 kr
Fordelning av aktierna mellan dgarna

Kollektivtrafikmyndigheten i Viasternorrland 500 500
Region Jimtland Hérjedalen 500 500
Region Visterbotten 500 500
Kollektivtrafikmyndigheten i Norrbotten 500 500
Summa 2000 2000

Not 14 Forindring av eget kapital

Bundet eget kapital

Aktiekapital 2 000 2 000
Enligt balansrakning innevarande ar 2000 2000
Fritt eget kapital

Enligt balansriakning fg. ar 0 0
Arets resultat 0 0
Enligt balansrikning innevarande ar 0 0
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Not 15 Avsittningar 2024 2023
Ingéende balans 7303 11 766
Arets kostnader for langsiktigt forebyggande underhall -7303 - 4463
Arets avsittning for forstudie fordonanskaffningsprojekt 6 700
Summa avsittningar 6700 7303
Not 16 Specifikation av skuld till igarna
Agare Skuld Driftsanslag ~ Trafikkestnad Korrigering Total Utgaende Balans
2023 2024 fordonshyra Trafikkostnad
Visternorrland -2182 -89 328 85034 821 85 855 -5 655
Jamtland -1 618 -42 464 41418 -596 40 822 -3 259
Hirjedalen
Visterbotten -229 -73 068 70 644 365 71 009 -2 289
Norrbotten -292 -52615 51546 -591 50955 -1 952
Saldo -4 322 -257 475 248 642 0 248 642 -13 155
Skuld 2024 -8 833
- Skuld 2023 -4 322
Not 17 Upplupna kostnader och forutbetalda intiikter 2024 2023
Semesterloneskuld 282 141
Sociala avgifter, lagstadgande 352 204
Loépande upplupna kostnader 3090 823
Upplupna trafikkostnader 6 632 4 854
Upplupna hyreskostnader 5267 8 065
Upplupen operatorsersattning for forlorade intékter 7081 8 585
Forutbetalda biljettintdkter med avresedag kommande ar 5105 5739
Forutbetald statlig medfinansiering 205 445
Summa upplupna kostnader och forutbetalda intikt 28 014 28 857
Not 18 Eventualforpliktelser
Norrtdg AB har ldmnat en hyresgaranti fram till och med &r 2036 avseende
den av INAB, Umed kommun, uppforda tdgverkstaden i Umea. 196 535 208 000
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Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Evidence Quality Framework
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2025-03-13 11:44:36.980243 UTC ±2 ms

    		2025-03-13 11:41:51.288625 UTC

    		

      82.209.175.54

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.3 Safari/605.1.15

      

    

    		

      

        The initiator Joakim Berg (JB) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2025-03-27 22:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2025-03-13 11:44:36.980243 UTC ±2 ms

    		2025-03-13 11:41:51.288625 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jonny.lundin@rvn.se) to Jonny Lundin (JL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-03-13 11:44:36.980243 UTC ±2 ms

    		2025-03-13 11:41:51.288625 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (anders.oberg@norrbotten.se) to Anders Öberg (AÖ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-03-13 11:44:36.980243 UTC ±2 ms

    		2025-03-13 11:41:51.288625 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (helena.olund@norrbotten.se) to Helena Ölund (HÖ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-03-13 11:44:36.980243 UTC ±2 ms

    		2025-03-13 11:41:51.288625 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (rickard.carstedt@regionvasterbotten.se) to Rickard Carstedt (RC). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-03-13 11:44:36.980243 UTC ±2 ms

    		2025-03-13 11:41:51.288625 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (thommy.backstrom@gmail.com) to Thommy Bäckström (TB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-03-13 11:44:36.980243 UTC ±2 ms

    		2025-03-13 11:41:51.288625 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (robert.thunfors@rvn.se) to Robert Thunfors (RT). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-03-13 11:44:36.980243 UTC ±2 ms

    		2025-03-13 11:41:51.288625 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jenny.sellsve@regionjh.se) to Jenny Sellsve (JS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-03-13 11:44:36.980243 UTC ±2 ms

    		2025-03-13 11:41:51.288625 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (catarina.espmark@regionjh.se) to Catarina Espmark (CE). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-03-13 11:44:43.990199 UTC ±2 ms

    		2025-03-13 11:41:51.288625 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Joakim Berg (JB) was delivered.

      


    

  



  

  

    		2025-03-13 11:44:44.013996 UTC ±2 ms

    		2025-03-13 11:41:51.288625 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jonny Lundin (JL) was delivered.

      


    

  



  

  

    		2025-03-13 11:44:44.035858 UTC ±2 ms

    		2025-03-13 11:41:51.288625 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anders Öberg (AÖ) was delivered.

      


    

  



  

  

    		2025-03-13 11:44:44.071234 UTC ±2 ms

    		2025-03-13 11:41:51.288625 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Helena Ölund (HÖ) was delivered.

      


    

  



  

  

    		2025-03-13 11:44:44.119834 UTC ±2 ms

    		2025-03-13 11:41:51.288625 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Rickard Carstedt (RC) was delivered.

      


    

  



  

  

    		2025-03-13 11:44:44.17196 UTC ±2 ms

    		2025-03-13 11:41:51.288625 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Thommy Bäckström (TB) was delivered.

      


    

  



  

  

    		2025-03-13 11:44:44.191414 UTC ±2 ms

    		2025-03-13 11:41:51.288625 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Robert Thunfors (RT) was delivered.

      


    

  



  

  

    		2025-03-13 11:44:44.223169 UTC ±2 ms

    		2025-03-13 11:41:51.288625 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jenny Sellsve (JS) was delivered.

      


    

  



  

  

    		2025-03-13 11:44:44.254567 UTC ±2 ms

    		2025-03-13 11:41:51.288625 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Catarina Espmark (CE) was delivered.

      


    

  



  

  

    		2025-03-13 11:51:15.697162 UTC ±7 ms

    		2025-03-13 11:41:51.288625 UTC

    		

      193.235.68.10

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Safari/537.36 Edg/133.0.0.0

      

    

    		

      

        The party Jonny Lundin (JL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-13 11:52:03.512349 UTC ±7 ms

    		2025-03-13 11:41:51.288625 UTC

    		

      193.235.68.10

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Safari/537.36 Edg/133.0.0.0

      

    

    		

      

        The signatory Jonny Lundin (JL) changed the text in the text field “ID number” from 
  blank
 to 
  “7103297839”
.  

      


    

  



  

  

    		2025-03-13 11:52:25.132839 UTC ±8 ms

    		2025-03-13 11:41:51.288625 UTC

    		

      193.235.68.10

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Safari/537.36 Edg/133.0.0.0

      

    

    		

      

        The document was signed by Jonny Lundin (JL) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Bilaga 2 Årsredovisning 2024" med transaktionsnummer 9222115557541461544.







Data returned from 
  the BankID network
:
  
Name: Nils Jonny Lundin
  
ID number: 
  197103297839

  
IP: 95.203.33.89


















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-03-13 11:52:25.348122 UTC ±8 ms

    		2025-03-13 11:41:51.288625 UTC

    		

      37.123.143.180

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Jenny Sellsve (JS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-13 11:53:03.310615 UTC ±8 ms

    		2025-03-13 11:41:51.288625 UTC

    		

      37.123.143.180

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The signatory Jenny Sellsve (JS) changed the text in the text field “ID number” from 
  blank
 to 
  “199102065027”
.  

      


    

  



  

  

    		2025-03-13 11:53:11.034149 UTC ±8 ms

    		2025-03-13 11:41:51.288625 UTC

    		

      37.123.143.180

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The document was signed by Jenny Sellsve (JS) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Bilaga 2 Årsredovisning 2024" med transaktionsnummer 9222115557541461544.







Data returned from 
  the BankID network
:
  
Name: Jenny Margareta Linnéa Sellsve
  
ID number: 
  199102065027

  
IP: 37.123.143.180


















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-03-13 13:30:43.389884 UTC ±35 ms

    		2025-03-13 12:41:52.991512 UTC

    		

      82.209.175.54

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.3 Safari/605.1.15

      

    

    		

      

        The party Joakim Berg (JB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-13 13:31:08.060002 UTC ±35 ms

    		2025-03-13 12:41:52.991512 UTC

    		

      82.209.175.54

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.3 Safari/605.1.15

      

    

    		

      

        The signatory Joakim Berg (JB) changed the text in the text field “ID number” from 
  blank
 to 
  “198406108574”
.  

      


    

  



  

  

    		2025-03-13 13:31:21.247727 UTC ±36 ms

    		2025-03-13 12:41:52.991512 UTC

    		

      82.209.175.54

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.3 Safari/605.1.15

      

    

    		

      

        The document was signed by Joakim Berg (JB) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Bilaga 2 Årsredovisning 2024" med transaktionsnummer 9222115557541461544.







Data returned from 
  the BankID network
:
  
Name: JOAKIM BERG
  
ID number: 
  198406108574

  
IP: 82.209.175.54


















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-03-13 13:49:28.203718 UTC ±7 ms

    		2025-03-13 13:41:55.475196 UTC

    		

      195.196.196.126

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Safari/537.36 Edg/133.0.0.0

      

    

    		

      

        The party Anders Öberg (AÖ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-13 13:50:10.824469 UTC ±8 ms

    		2025-03-13 13:41:55.475196 UTC

    		

      195.196.196.126

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Safari/537.36 Edg/133.0.0.0

      

    

    		

      

        The signatory Anders Öberg (AÖ) changed the text in the text field “ID number” from 
  blank
 to 
  “196406298999”
.  

      


    

  



  

  

    		2025-03-13 13:50:37.535566 UTC ±8 ms

    		2025-03-13 13:41:55.475196 UTC

    		

      195.196.196.126

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Safari/537.36 Edg/133.0.0.0

      

    

    		

      

        The document was signed by Anders Öberg (AÖ) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Bilaga 2 Årsredovisning 2024" med transaktionsnummer 9222115557541461544.







Data returned from 
  the BankID network
:
  
Name: KARL ANDERS ÖBERG
  
ID number: 
  196406298999

  
IP: 95.203.42.16


















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-03-13 15:15:10.551427 UTC ±2 ms

    		2025-03-13 14:41:57.249733 UTC

    		

      195.196.196.9

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Safari/537.36 Edg/133.0.0.0

      

    

    		

      

        The party Helena Ölund (HÖ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-13 15:16:21.819972 UTC ±2 ms

    		2025-03-13 14:41:57.249733 UTC

    		

      195.196.196.9

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Safari/537.36 Edg/133.0.0.0

      

    

    		

      

        The signatory Helena Ölund (HÖ) changed the text in the text field “ID number” from 
  blank
 to 
  “6102238943”
.  

      


    

  



  

  

    		2025-03-13 15:16:45.496042 UTC ±2 ms

    		2025-03-13 14:41:57.249733 UTC

    		

      195.196.196.9

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Safari/537.36 Edg/133.0.0.0

      

    

    		

      

        The document was signed by Helena Ölund (HÖ) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Bilaga 2 Årsredovisning 2024" med transaktionsnummer 9222115557541461544.







Data returned from 
  the BankID network
:
  
Name: HELENA ÖLUND
  
ID number: 
  196102238943

  
IP: 37.123.143.24


















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-03-14 06:53:25.369168 UTC ±8 ms

    		2025-03-14 06:42:29.483027 UTC

    		

      194.132.8.43

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Safari/537.36 Edg/133.0.0.0

      

    

    		

      

        The party Robert Thunfors (RT) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-14 06:54:09.535982 UTC ±9 ms

    		2025-03-14 06:42:29.483027 UTC

    		

      194.132.8.43

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Safari/537.36 Edg/133.0.0.0

      

    

    		

      

        The signatory Robert Thunfors (RT) changed the text in the text field “ID number” from 
  blank
 to 
  “8708137917”
.  

      


    

  



  

  

    		2025-03-14 06:54:31.034037 UTC ±9 ms

    		2025-03-14 06:42:29.483027 UTC

    		

      194.132.8.43

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Safari/537.36 Edg/133.0.0.0

      

    

    		

      

        The document was signed by Robert Thunfors (RT) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Bilaga 2 Årsredovisning 2024" med transaktionsnummer 9222115557541461544.







Data returned from 
  the BankID network
:
  
Name: Nils Robert Thunfors Lundberg
  
ID number: 
  198708137917

  
IP: 83.185.242.208


















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-03-14 17:49:26.393361 UTC ±3 ms

    		2025-03-14 17:42:51.067535 UTC

    		

      194.132.186.53

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Thommy Bäckström (TB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-14 17:50:17.917756 UTC ±3 ms

    		2025-03-14 17:42:51.067535 UTC

    		

      194.132.186.53

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The signatory Thommy Bäckström (TB) changed the text in the text field “ID number” from 
  blank
 to 
  “5302098990”
.  

      


    

  



  

  

    		2025-03-14 17:50:27.621424 UTC ±3 ms

    		2025-03-14 17:42:51.067535 UTC

    		

      194.132.186.53

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The document was signed by Thommy Bäckström (TB) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Bilaga 2 Årsredovisning 2024" med transaktionsnummer 9222115557541461544.







Data returned from 
  the BankID network
:
  
Name: Thommy Bäckström
  
ID number: 
  195302098990

  
IP: 194.132.186.53


















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-03-16 09:15:26.49674 UTC ±8 ms

    		2025-03-16 08:44:17.398162 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an automatic reminder to sign using email to Rickard Carstedt (RC) at the request of the Scrive system.

      


    

  



  

  

    		2025-03-16 09:15:26.49674 UTC ±8 ms

    		2025-03-16 08:44:17.398162 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an automatic reminder to sign using email to Catarina Espmark (CE) at the request of the Scrive system.

      


    

  



  

  

    		2025-03-16 09:16:39.926688 UTC ±9 ms

    		2025-03-16 08:44:17.398162 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Catarina Espmark (CE) was delivered.

      


    

  



  

  

    		2025-03-16 09:16:41.609264 UTC ±9 ms

    		2025-03-16 08:44:17.398162 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Rickard Carstedt (RC) was delivered.

      


    

  



  

  

    		2025-03-16 11:41:45.109936 UTC ±13 ms

    		2025-03-16 10:44:21.72272 UTC

    		

      95.193.6.50

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Rickard Carstedt (RC) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-16 11:42:33.34095 UTC ±13 ms

    		2025-03-16 10:44:21.72272 UTC

    		

      95.193.6.50

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Rickard Carstedt (RC) changed the text in the text field “ID number” from 
  blank
 to 
  “7408306996”
.  

      


    

  



  

  

    		2025-03-16 11:42:46.436905 UTC ±13 ms

    		2025-03-16 10:44:21.72272 UTC

    		

      95.193.6.50

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Rickard Carstedt (RC) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Bilaga 2 Årsredovisning 2024" med transaktionsnummer 9222115557541461544.







Data returned from 
  the BankID network
:
  
Name: RICHARD CARSTEDT
  
ID number: 
  197408306996

  
IP: 95.193.6.50


















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-03-17 09:09:27.645178 UTC ±6 ms

    		2025-03-17 08:45:12.733219 UTC

    		

      95.193.186.7

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.6 Safari/605.1.15

      

    

    		

      

        The party Catarina Espmark (CE) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-17 10:04:56.271681 UTC ±5 ms

    		2025-03-17 09:45:14.418157 UTC

    		

      95.193.186.7

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.6 Safari/605.1.15

      

    

    		

      

        The signatory Catarina Espmark (CE) changed the text in the text field “ID number” from 
  blank
 to 
  “6401137861”
.  

      


    

  



  

  

    		2025-03-17 10:05:19.748881 UTC ±5 ms

    		2025-03-17 09:45:14.418157 UTC

    		

      95.193.186.7

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.6 Safari/605.1.15

      

    

    		

      

        The document was signed by Catarina Espmark (CE) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Bilaga 2 Årsredovisning 2024" med transaktionsnummer 9222115557541461544.







Data returned from 
  the BankID network
:
  
Name: Ingrid Catarina Espmark
  
ID number: 
  196401137861

  
IP: 95.193.186.7


















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-03-17 10:05:19.748881 UTC ±5 ms

    		2025-03-17 09:45:14.418157 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (benjamin.henriksson@kpmg.se) to Benjamin Henriksson (BH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-03-17 11:57:09.741901 UTC ±3 ms

    		2025-03-17 11:45:17.565963 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Benjamin Henriksson (BH) was delivered.

      


    

  



  

  

    		2025-03-17 11:58:27.822183 UTC ±4 ms

    		2025-03-17 11:45:17.565963 UTC

    		

      192.36.80.8

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Safari/537.36 Edg/133.0.0.0

      

    

    		

      

        The party Benjamin Henriksson (BH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-17 11:58:31.060531 UTC ±4 ms

    		2025-03-17 11:45:17.565963 UTC

    		

      3.220.165.68

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Safari/537.36 Edg/133.0.0.0

      

    

    		

      

        The party Benjamin Henriksson (BH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-18 16:44:50.75629 UTC ±18 ms

    		2025-03-18 15:46:16.025729 UTC

    		

      62.119.255.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Safari/537.36 Edg/133.0.0.0

      

    

    		

      

        The party Benjamin Henriksson (BH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-18 16:44:56.088705 UTC ±18 ms

    		2025-03-18 15:46:16.025729 UTC

    		

      3.218.43.232

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Safari/537.36 Edg/133.0.0.0

      

    

    		

      

        The party Benjamin Henriksson (BH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-18 17:02:51.374061 UTC ±5 ms

    		2025-03-18 16:46:17.724066 UTC

    		

      62.119.255.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Safari/537.36 Edg/133.0.0.0

      

    

    		

      

        The party Benjamin Henriksson (BH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-18 17:03:15.611644 UTC ±5 ms

    		2025-03-18 16:46:17.724066 UTC

    		

      62.119.255.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Safari/537.36 Edg/133.0.0.0

      

    

    		

      

        The signatory Benjamin Henriksson (BH) changed the text in the text field “ID number” from 
  blank
 to 
  “198604228596”
.  

      


    

  



  

  

    		2025-03-18 17:03:24.632558 UTC ±5 ms

    		2025-03-18 16:46:17.724066 UTC

    		

      62.119.255.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Safari/537.36 Edg/133.0.0.0

      

    

    		

      

        The document was signed by Benjamin Henriksson (BH) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Bilaga 2 Årsredovisning 2024" med transaktionsnummer 9222115557541461544.







Data returned from 
  the BankID network
:
  
Name: MATS BENJAMIN HENRIKSSON
  
ID number: 
  198604228596

  
IP: 95.193.35.159


















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-03-18 17:03:24.632558 UTC ±5 ms

    		2025-03-18 16:46:17.724066 UTC
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.14 ms

		standard deviation: 1.59 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈88.177%

		|e| < 5 ms: ≈99.822%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2025-02-05 01:08:34.31816 UTC and 2025-03-18 16:46:17.724066 UTC:







  		Time collected

  		Clock offset







  

    		2025-02-05 01:08:34.31816

    		-6.4 ms

  





  

    		2025-02-05 02:08:36.656224

    		-0.9 ms

  





  

    		2025-02-05 03:08:39.039098

    		0.1 ms

  





  

    		2025-02-05 04:08:41.266032

    		-1.1 ms

  





  

    		2025-02-05 05:08:43.430852

    		-2.7 ms

  





  

    		2025-02-05 06:08:45.750551

    		-2.2 ms

  





  

    		2025-02-05 07:08:48.578117

    		-0.8 ms

  





  

    		2025-02-05 08:08:51.145749

    		-2.4 ms

  





  

    		2025-02-05 09:08:52.830246

    		3.7 ms

  





  

    		2025-02-05 10:08:55.25477

    		1.6 ms

  





  

    		2025-02-05 11:08:57.037309

    		1.4 ms

  





  

    		2025-02-05 12:08:58.601926

    		0.8 ms

  





  

    		2025-02-05 13:09:00.363293

    		1.5 ms

  





  

    		2025-02-05 14:09:02.448527

    		-0.6 ms

  





  

    		2025-02-05 15:09:04.211687

    		-0.7 ms

  





  

    		2025-02-05 16:09:06.285359

    		-0.7 ms

  





  

    		2025-02-05 17:09:07.96042

    		-0.1 ms

  





  

    		2025-02-05 18:09:11.048906

    		1.6 ms

  





  

    		2025-02-05 19:09:12.892237

    		3.4 ms

  





  

    		2025-02-05 20:09:15.273986

    		1.8 ms

  





  

    		2025-02-05 21:09:17.892839

    		-1.0 ms

  





  

    		2025-02-05 22:09:20.049806

    		-0.4 ms

  





  

    		2025-02-05 23:09:22.901467

    		1.3 ms

  





  

    		2025-02-06 00:09:25.061641

    		0.6 ms

  





  

    		2025-02-06 01:09:27.591759

    		-2.1 ms

  





  

    		2025-02-06 02:09:29.703489

    		-0.2 ms

  





  

    		2025-02-06 03:09:32.282988

    		-1.1 ms

  





  

    		2025-02-06 04:09:34.308161

    		-0.4 ms

  





  

    		2025-02-06 05:09:36.630497

    		0.7 ms

  





  

    		2025-02-06 06:09:38.929807

    		1.7 ms

  





  

    		2025-02-06 07:09:41.793704

    		-0.4 ms

  





  

    		2025-02-06 08:09:44.711537

    		0.2 ms

  





  

    		2025-02-06 09:09:47.398948

    		-0.4 ms

  





  

    		2025-02-06 10:09:48.884328

    		1.8 ms

  





  

    		2025-02-06 11:09:50.807509

    		1.0 ms

  





  

    		2025-02-06 12:09:52.288829

    		1.0 ms

  





  

    		2025-02-06 13:09:54.402029

    		-0.5 ms

  





  

    		2025-02-06 14:09:57.314394

    		3.3 ms

  





  

    		2025-02-06 15:09:59.234224

    		-0.1 ms

  





  

    		2025-02-06 16:10:00.698177

    		-1.0 ms

  





  

    		2025-02-06 17:10:04.0095

    		-1.3 ms

  





  

    		2025-02-06 18:10:06.338671

    		-2.7 ms

  





  

    		2025-02-06 19:10:08.931647

    		2.3 ms

  





  

    		2025-02-06 20:10:10.626247

    		-0.3 ms

  





  

    		2025-02-06 21:10:12.437599

    		-1.9 ms

  





  

    		2025-02-06 22:10:14.540406

    		0.2 ms

  





  

    		2025-02-06 23:10:16.185364

    		-3.7 ms

  





  

    		2025-02-07 00:10:18.180387

    		-3.3 ms

  





  

    		2025-02-07 01:10:20.217954

    		-1.6 ms

  





  

    		2025-02-07 02:10:22.263939

    		-0.1 ms

  





  

    		2025-02-07 03:10:24.493788

    		-0.4 ms

  





  

    		2025-02-07 04:10:26.379737

    		0.8 ms

  





  

    		2025-02-07 05:10:28.516811

    		0.9 ms

  





  

    		2025-02-07 06:10:30.810597

    		1.9 ms

  





  

    		2025-02-07 07:10:32.824241

    		1.3 ms

  





  

    		2025-02-07 08:10:35.767578

    		1.3 ms

  





  

    		2025-02-07 09:10:37.408804

    		-1.0 ms

  





  

    		2025-02-07 10:10:39.755419

    		-0.3 ms

  





  

    		2025-02-07 11:10:42.627907

    		-0.3 ms

  





  

    		2025-02-07 12:10:44.155861

    		-1.2 ms

  





  

    		2025-02-07 13:10:46.064811

    		1.9 ms

  





  

    		2025-02-07 14:10:47.904248

    		-0.6 ms

  





  

    		2025-02-07 15:10:49.830745

    		-0.3 ms

  





  

    		2025-02-07 16:10:51.401903

    		-0.9 ms

  





  

    		2025-02-07 17:10:53.410747

    		0.1 ms

  





  

    		2025-02-07 18:10:55.847081

    		2.0 ms

  





  

    		2025-02-07 19:10:58.248809

    		0.9 ms

  





  

    		2025-02-07 20:11:00.77281

    		-0.7 ms

  





  

    		2025-02-07 21:11:02.921537

    		2.9 ms

  





  

    		2025-02-07 22:11:05.525555

    		-3.6 ms

  





  

    		2025-02-07 23:11:07.280985

    		-5.8 ms

  





  

    		2025-02-08 00:11:10.000656

    		-3.6 ms

  





  

    		2025-02-08 01:11:12.393945

    		-1.4 ms

  





  

    		2025-02-08 02:11:14.628036

    		-1.7 ms

  





  

    		2025-02-08 03:11:16.519359

    		-1.0 ms

  





  

    		2025-02-08 04:11:18.95877

    		1.2 ms

  





  

    		2025-02-08 05:11:21.1367

    		-0.4 ms

  





  

    		2025-02-08 06:11:23.330982

    		-0.6 ms

  





  

    		2025-02-08 07:11:25.673101

    		0.3 ms

  





  

    		2025-02-08 08:11:28.07636

    		0.7 ms

  





  

    		2025-02-08 09:11:30.662256

    		1.3 ms

  





  

    		2025-02-08 10:11:33.042669

    		-0.7 ms

  





  

    		2025-02-08 11:11:35.097806

    		-0.6 ms

  





  

    		2025-02-08 12:11:37.68642

    		0.2 ms

  





  

    		2025-02-08 13:11:40.080672

    		1.0 ms

  





  

    		2025-02-08 14:11:41.599527

    		0.8 ms

  





  

    		2025-02-08 15:11:43.251272

    		1.6 ms

  





  

    		2025-02-08 16:11:46.112088

    		2.5 ms

  





  

    		2025-02-08 17:11:48.181469

    		-0.1 ms

  





  

    		2025-02-08 18:11:52.311988

    		-0.4 ms

  





  

    		2025-02-08 19:11:55.063026

    		-0.3 ms

  





  

    		2025-02-08 20:11:57.354465

    		1.6 ms

  





  

    		2025-02-08 21:11:59.812604

    		-0.4 ms

  





  

    		2025-02-08 22:12:02.328382

    		-0.6 ms

  





  

    		2025-02-08 23:12:04.410028

    		1.6 ms

  





  

    		2025-02-09 00:12:08.051151

    		0.5 ms

  





  

    		2025-02-09 01:12:10.288453

    		-1.9 ms

  





  

    		2025-02-09 02:12:12.57177

    		-1.2 ms

  





  

    		2025-02-09 03:12:15.345444

    		-0.8 ms

  





  

    		2025-02-09 04:12:17.444237

    		2.4 ms

  





  

    		2025-02-09 05:12:19.607061

    		1.0 ms

  





  

    		2025-02-09 06:12:22.288395

    		0.7 ms

  





  

    		2025-02-09 07:12:24.720938

    		-0.4 ms

  





  

    		2025-02-09 08:12:27.337789

    		-0.5 ms

  





  

    		2025-02-09 09:12:29.206396

    		0.0 ms

  





  

    		2025-02-09 10:12:30.729793

    		1.5 ms

  





  

    		2025-02-09 11:12:33.453838

    		2.0 ms

  





  

    		2025-02-09 12:12:35.197384

    		1.8 ms

  





  

    		2025-02-09 13:12:37.190592

    		0.5 ms

  





  

    		2025-02-09 14:12:39.658034

    		-1.0 ms

  





  

    		2025-02-09 15:12:43.038652

    		-0.5 ms

  





  

    		2025-02-09 16:12:45.786747

    		-0.2 ms

  





  

    		2025-02-09 17:12:48.201512

    		-0.2 ms

  





  

    		2025-02-09 18:12:50.338968

    		1.4 ms

  





  

    		2025-02-09 19:12:52.137135

    		0.8 ms

  





  

    		2025-02-09 20:12:54.431839

    		0.6 ms

  





  

    		2025-02-09 21:12:56.595329

    		-0.5 ms

  





  

    		2025-02-09 22:12:58.575957

    		1.8 ms

  





  

    		2025-02-09 23:13:00.747138

    		1.7 ms

  





  

    		2025-02-10 00:13:02.749667

    		-1.8 ms

  





  

    		2025-02-10 01:13:05.197049

    		0.1 ms

  





  

    		2025-02-10 02:13:07.322618

    		-1.0 ms

  





  

    		2025-02-10 03:13:09.434279

    		1.8 ms

  





  

    		2025-02-10 04:13:11.931443

    		-0.5 ms

  





  

    		2025-02-10 05:13:14.224469

    		1.7 ms

  





  

    		2025-02-10 06:13:16.394748

    		-1.4 ms

  





  

    		2025-02-10 07:13:18.688967

    		-0.5 ms

  





  

    		2025-02-10 08:13:20.833769

    		1.5 ms

  





  

    		2025-02-10 09:13:23.30356

    		0.7 ms

  





  

    		2025-02-10 10:13:25.444409

    		1.5 ms

  





  

    		2025-02-10 11:13:27.65336

    		0.5 ms

  





  

    		2025-02-10 12:13:30.027379

    		-0.2 ms

  





  

    		2025-02-10 13:13:31.916072

    		-1.0 ms

  





  

    		2025-02-10 14:13:33.708419

    		0.9 ms

  





  

    		2025-02-10 15:13:35.342512

    		0.6 ms

  





  

    		2025-02-10 16:13:37.719415

    		1.1 ms

  





  

    		2025-02-10 17:13:41.14121

    		0.2 ms

  





  

    		2025-02-10 18:13:43.912826

    		-4.5 ms

  





  

    		2025-02-10 19:13:46.703442

    		-2.0 ms

  





  

    		2025-02-10 20:13:49.370442

    		-0.2 ms

  





  

    		2025-02-10 21:13:52.323019

    		-2.6 ms

  





  

    		2025-02-10 22:13:54.871569

    		-1.3 ms

  





  

    		2025-02-10 23:13:56.661744

    		0.2 ms

  





  

    		2025-02-11 00:13:58.386066

    		1.7 ms

  





  

    		2025-02-11 01:14:00.274757

    		10.4 ms

  





  

    		2025-02-11 02:14:02.196785

    		14.2 ms

  





  

    		2025-02-11 03:14:03.879334

    		-0.2 ms

  





  

    		2025-02-11 04:14:05.560045

    		-1.0 ms

  





  

    		2025-02-11 05:14:07.858816

    		-1.5 ms

  





  

    		2025-02-11 06:14:09.63334

    		1.6 ms

  





  

    		2025-02-11 07:14:11.931207

    		0.3 ms

  





  

    		2025-02-11 08:14:13.635807

    		0.1 ms

  





  

    		2025-02-11 09:14:16.01587

    		2.2 ms

  





  

    		2025-02-11 10:14:17.652456

    		1.8 ms

  





  

    		2025-02-11 11:14:19.238205

    		1.3 ms

  





  

    		2025-02-11 12:14:21.316678

    		1.1 ms

  





  

    		2025-02-11 13:14:23.139052

    		1.2 ms

  





  

    		2025-02-11 14:14:24.990297

    		1.8 ms

  





  

    		2025-02-11 15:14:26.803123

    		2.2 ms

  





  

    		2025-02-11 16:14:28.926327

    		-0.3 ms

  





  

    		2025-02-11 17:14:31.449258

    		1.0 ms

  





  

    		2025-02-11 18:14:33.615126

    		-0.7 ms

  





  

    		2025-02-11 19:14:35.221557

    		-3.7 ms

  





  

    		2025-02-11 20:14:37.856505

    		1.6 ms

  





  

    		2025-02-11 21:14:40.064052

    		-0.8 ms

  





  

    		2025-02-11 22:14:42.05241

    		0.3 ms

  





  

    		2025-02-11 23:14:44.385713

    		-1.0 ms

  





  

    		2025-02-12 00:14:46.420459

    		-1.2 ms

  





  

    		2025-02-12 01:14:48.771801

    		1.5 ms

  





  

    		2025-02-12 02:14:51.079106

    		1.6 ms

  





  

    		2025-02-12 03:14:53.470283

    		0.8 ms

  





  

    		2025-02-12 04:14:55.792535

    		1.3 ms

  





  

    		2025-02-12 05:14:58.225743

    		1.7 ms

  





  

    		2025-02-12 06:15:00.539817

    		0.7 ms

  





  

    		2025-02-12 07:15:03.020053

    		-0.5 ms

  





  

    		2025-02-12 08:15:04.96273

    		0.5 ms

  





  

    		2025-02-12 09:15:06.886914

    		3.0 ms

  





  

    		2025-02-12 10:15:09.679791

    		9.6 ms

  





  

    		2025-02-12 11:15:11.547043

    		1.1 ms

  





  

    		2025-02-12 12:15:13.772208

    		2.9 ms

  





  

    		2025-02-12 13:15:15.546766

    		1.6 ms

  





  

    		2025-02-12 14:15:17.162892

    		1.1 ms

  





  

    		2025-02-12 15:15:19.483735

    		1.0 ms

  





  

    		2025-02-12 16:15:21.528057

    		-0.1 ms

  





  

    		2025-02-12 17:15:23.337754

    		-1.2 ms

  





  

    		2025-02-12 18:15:26.325219

    		0.4 ms

  





  

    		2025-02-12 19:15:28.761394

    		1.7 ms

  





  

    		2025-02-12 20:15:31.781977

    		-1.7 ms

  





  

    		2025-02-12 21:15:34.123505

    		-0.3 ms

  





  

    		2025-02-12 22:15:36.844912

    		0.3 ms

  





  

    		2025-02-12 23:15:39.330961

    		-0.3 ms

  





  

    		2025-02-13 00:15:41.378023

    		-0.4 ms

  





  

    		2025-02-13 01:15:43.465612

    		2.1 ms

  





  

    		2025-02-13 02:15:45.193035

    		-0.7 ms

  





  

    		2025-02-13 03:15:47.349943

    		1.3 ms

  





  

    		2025-02-13 04:15:49.282785

    		1.3 ms

  





  

    		2025-02-13 05:15:51.374489

    		-0.4 ms

  





  

    		2025-02-13 06:15:53.648806

    		0.4 ms

  





  

    		2025-02-13 07:15:55.399007

    		2.5 ms

  





  

    		2025-02-13 08:15:57.537632

    		2.3 ms

  





  

    		2025-02-13 09:15:59.383654

    		1.2 ms

  





  

    		2025-02-13 10:16:01.22833

    		-0.4 ms

  





  

    		2025-02-13 11:16:03.621018

    		-1.0 ms

  





  

    		2025-02-13 12:16:05.675776

    		-0.8 ms

  





  

    		2025-02-13 13:16:07.303987

    		-0.4 ms

  





  

    		2025-02-13 14:16:09.644114

    		1.5 ms

  





  

    		2025-02-13 15:16:11.321907

    		-0.5 ms

  





  

    		2025-02-13 16:16:13.500315

    		0.7 ms

  





  

    		2025-02-13 17:16:16.464625

    		-1.3 ms

  





  

    		2025-02-13 18:16:19.259518

    		-1.1 ms

  





  

    		2025-02-13 19:16:21.832679

    		-0.5 ms

  





  

    		2025-02-13 20:16:23.918506

    		1.4 ms

  





  

    		2025-02-13 21:16:26.144642

    		-1.2 ms

  





  

    		2025-02-13 22:16:28.577412

    		1.1 ms

  





  

    		2025-02-13 23:16:30.687576

    		1.1 ms

  





  

    		2025-02-14 00:16:33.142375

    		-0.2 ms

  





  

    		2025-02-14 01:16:35.871723

    		-1.0 ms

  





  

    		2025-02-14 02:16:38.137164

    		0.7 ms

  





  

    		2025-02-14 03:16:40.682966

    		-0.6 ms

  





  

    		2025-02-14 04:16:42.980358

    		0.0 ms

  





  

    		2025-02-14 05:16:44.733374

    		-1.2 ms

  





  

    		2025-02-14 06:16:46.978472

    		1.5 ms

  





  

    		2025-02-14 07:16:48.936077

    		3.6 ms

  





  

    		2025-02-14 08:16:51.650352

    		1.6 ms

  





  

    		2025-02-14 09:16:53.525368

    		-0.2 ms

  





  

    		2025-02-14 10:16:55.618876

    		1.8 ms

  





  

    		2025-02-14 11:16:57.580866

    		0.3 ms

  





  

    		2025-02-14 12:16:59.458832

    		1.8 ms

  





  

    		2025-02-14 13:17:02.220888

    		0.4 ms

  





  

    		2025-02-14 14:17:04.300473

    		2.3 ms

  





  

    		2025-02-14 15:17:05.955666

    		0.1 ms

  





  

    		2025-02-14 16:17:09.008628

    		1.3 ms

  





  

    		2025-02-14 17:17:11.585227

    		-0.2 ms

  





  

    		2025-02-14 18:17:14.254774

    		1.8 ms

  





  

    		2025-02-14 19:17:16.438627

    		-0.6 ms

  





  

    		2025-02-14 20:17:19.030491

    		-0.4 ms

  





  

    		2025-02-14 21:17:21.160766

    		1.1 ms

  





  

    		2025-02-14 22:17:23.729715

    		1.1 ms

  





  

    		2025-02-14 23:17:25.995243

    		1.3 ms

  





  

    		2025-02-15 00:17:28.585859

    		-2.1 ms

  





  

    		2025-02-15 01:17:30.950629

    		1.1 ms

  





  

    		2025-02-15 02:17:32.700898

    		-1.1 ms

  





  

    		2025-02-15 03:17:35.236378

    		1.8 ms

  





  

    		2025-02-15 04:17:37.442382

    		0.1 ms

  





  

    		2025-02-15 05:17:39.73194

    		-0.7 ms

  





  

    		2025-02-15 06:17:41.975829

    		1.6 ms

  





  

    		2025-02-15 07:17:43.709837

    		2.2 ms

  





  

    		2025-02-15 08:17:46.061375

    		-0.1 ms

  





  

    		2025-02-15 09:17:48.400553

    		1.4 ms

  





  

    		2025-02-15 10:17:50.292561

    		-0.8 ms

  





  

    		2025-02-15 11:17:52.689915

    		1.0 ms

  





  

    		2025-02-15 12:17:54.880648

    		1.7 ms

  





  

    		2025-02-15 13:17:56.657811

    		1.1 ms

  





  

    		2025-02-15 14:17:59.156101

    		-0.1 ms

  





  

    		2025-02-15 15:18:02.658821

    		0.8 ms

  





  

    		2025-02-15 16:18:05.16415

    		0.7 ms

  





  

    		2025-02-15 17:18:06.873328

    		1.7 ms

  





  

    		2025-02-15 18:18:09.350211

    		-0.7 ms

  





  

    		2025-02-15 19:18:11.998491

    		-0.9 ms

  





  

    		2025-02-15 20:18:14.163636

    		-1.3 ms

  





  

    		2025-02-15 21:18:16.064212

    		0.8 ms

  





  

    		2025-02-15 22:18:17.732969

    		-1.2 ms

  





  

    		2025-02-15 23:18:20.121639

    		1.1 ms

  





  

    		2025-02-16 00:18:23.27575

    		0.5 ms

  





  

    		2025-02-16 01:18:25.393606

    		-1.4 ms

  





  

    		2025-02-16 02:18:28.532772

    		-1.3 ms

  





  

    		2025-02-16 03:18:31.12781

    		-1.1 ms

  





  

    		2025-02-16 04:18:33.341865

    		-1.8 ms

  





  

    		2025-02-16 05:18:35.641418

    		-2.5 ms

  





  

    		2025-02-16 06:18:38.234886

    		-0.5 ms

  





  

    		2025-02-16 07:18:41.606969

    		0.6 ms

  





  

    		2025-02-16 08:18:44.346012

    		-0.6 ms

  





  

    		2025-02-16 09:18:46.592859

    		2.3 ms

  





  

    		2025-02-16 10:18:48.739496

    		0.7 ms

  





  

    		2025-02-16 11:18:50.4488

    		2.9 ms

  





  

    		2025-02-16 12:18:52.482389

    		1.5 ms

  





  

    		2025-02-16 13:18:55.418307

    		-1.2 ms

  





  

    		2025-02-16 14:18:57.437152

    		-0.9 ms

  





  

    		2025-02-16 15:19:00.463524

    		-0.5 ms

  





  

    		2025-02-16 16:19:03.100957

    		1.8 ms

  





  

    		2025-02-16 17:19:04.73711

    		1.3 ms

  





  

    		2025-02-16 18:19:06.494305

    		1.5 ms

  





  

    		2025-02-16 19:19:08.225831

    		1.9 ms

  





  

    		2025-02-16 20:19:10.728733

    		0.6 ms

  





  

    		2025-02-16 21:19:13.207895

    		0.7 ms

  





  

    		2025-02-16 22:19:15.977661

    		0.0 ms

  





  

    		2025-02-16 23:19:18.6261

    		1.5 ms

  





  

    		2025-02-17 00:19:20.62121

    		-1.1 ms

  





  

    		2025-02-17 01:19:22.723864

    		-1.8 ms

  





  

    		2025-02-17 02:19:24.826601

    		-0.9 ms

  





  

    		2025-02-17 03:19:26.649785

    		-0.7 ms

  





  

    		2025-02-17 04:19:28.630014

    		0.7 ms

  





  

    		2025-02-17 05:19:30.607864

    		0.2 ms

  





  

    		2025-02-17 06:19:33.759037

    		1.1 ms

  





  

    		2025-02-17 07:19:36.286409

    		1.6 ms

  





  

    		2025-02-17 08:19:38.562662

    		-0.1 ms

  





  

    		2025-02-17 09:19:40.318825

    		1.4 ms

  





  

    		2025-02-17 10:19:41.977581

    		2.5 ms

  





  

    		2025-02-17 11:19:44.048395

    		-0.2 ms

  





  

    		2025-02-17 12:19:45.578185

    		0.1 ms

  





  

    		2025-02-17 13:19:47.21144

    		2.0 ms

  





  

    		2025-02-17 14:19:48.862928

    		-0.1 ms

  





  

    		2025-02-17 15:19:50.483196

    		2.0 ms

  





  

    		2025-02-17 16:19:52.312169

    		-0.4 ms

  





  

    		2025-02-17 17:19:53.880515

    		2.2 ms

  





  

    		2025-02-17 18:19:56.268407

    		1.5 ms

  





  

    		2025-02-17 19:19:58.419703

    		1.4 ms

  





  

    		2025-02-17 20:20:02.028361

    		-1.1 ms

  





  

    		2025-02-17 21:20:04.549692

    		1.5 ms

  





  

    		2025-02-17 22:20:07.406383

    		-2.2 ms

  





  

    		2025-02-17 23:20:09.953076

    		-1.6 ms

  





  

    		2025-02-18 00:20:12.264421

    		-1.3 ms

  





  

    		2025-02-18 01:20:14.635563

    		0.3 ms

  





  

    		2025-02-18 02:20:16.641309

    		-0.6 ms

  





  

    		2025-02-18 03:20:19.013154

    		-0.3 ms

  





  

    		2025-02-18 04:20:20.605262

    		-0.5 ms

  





  

    		2025-02-18 05:20:22.440167

    		3.6 ms

  





  

    		2025-02-18 06:20:24.970379

    		1.4 ms

  





  

    		2025-02-18 07:20:27.465497

    		0.8 ms

  





  

    		2025-02-18 08:20:29.155812

    		1.8 ms

  





  

    		2025-02-18 09:20:30.908384

    		-0.1 ms

  





  

    		2025-02-18 10:20:32.907908

    		0.7 ms

  





  

    		2025-02-18 11:20:34.763127

    		1.3 ms

  





  

    		2025-02-18 12:20:37.025526

    		0.6 ms

  





  

    		2025-02-18 13:20:38.559636

    		2.2 ms

  





  

    		2025-02-18 14:20:40.512633

    		2.3 ms

  





  

    		2025-02-18 15:20:42.508616

    		1.9 ms

  





  

    		2025-02-18 16:20:45.092479

    		-1.2 ms

  





  

    		2025-02-18 17:20:47.009289

    		-0.9 ms

  





  

    		2025-02-18 18:20:48.896303

    		0.7 ms

  





  

    		2025-02-18 19:20:50.773706

    		-0.4 ms

  





  

    		2025-02-18 20:20:52.91078

    		1.1 ms

  





  

    		2025-02-18 21:20:54.692589

    		-1.6 ms

  





  

    		2025-02-18 22:20:56.809619

    		1.4 ms

  





  

    		2025-02-18 23:20:59.002603

    		-0.8 ms

  





  

    		2025-02-19 00:21:01.292615

    		0.0 ms

  





  

    		2025-02-19 01:21:03.352078

    		-0.6 ms

  





  

    		2025-02-19 02:21:05.737668

    		1.4 ms

  





  

    		2025-02-19 03:21:07.92795

    		-0.4 ms

  





  

    		2025-02-19 04:21:09.91297

    		-1.5 ms

  





  

    		2025-02-19 05:21:12.164428

    		-1.5 ms

  





  

    		2025-02-19 06:21:14.411686

    		-0.2 ms

  





  

    		2025-02-19 07:21:16.943311

    		-0.6 ms

  





  

    		2025-02-19 08:21:18.928307

    		3.9 ms

  





  

    		2025-02-19 09:21:21.369829

    		3.3 ms

  





  

    		2025-02-19 10:21:23.450469

    		-0.6 ms

  





  

    		2025-02-19 11:21:25.173699

    		0.4 ms

  





  

    		2025-02-19 12:21:26.997343

    		2.0 ms

  





  

    		2025-02-19 13:21:28.729413

    		-23.5 ms

  





  

    		2025-02-19 14:21:30.241288

    		-0.4 ms

  





  

    		2025-02-19 15:21:32.017429

    		-1.3 ms

  





  

    		2025-02-19 16:21:34.373299

    		-2.4 ms

  





  

    		2025-02-19 17:21:36.148671

    		-3.0 ms

  





  

    		2025-02-19 18:21:38.902365

    		0.6 ms

  





  

    		2025-02-19 19:21:41.388562

    		2.9 ms

  





  

    		2025-02-19 20:21:43.121766

    		2.4 ms

  





  

    		2025-02-19 21:21:45.013611

    		2.4 ms

  





  

    		2025-02-19 22:21:46.874202

    		1.3 ms

  





  

    		2025-02-19 23:21:48.849501

    		-4.3 ms

  





  

    		2025-02-20 00:21:51.512453

    		-1.7 ms

  





  

    		2025-02-20 01:21:54.073495

    		-1.9 ms

  





  

    		2025-02-20 02:21:55.89639

    		-2.3 ms

  





  

    		2025-02-20 03:21:58.024937

    		-1.9 ms

  





  

    		2025-02-20 04:22:00.299897

    		-1.0 ms

  





  

    		2025-02-20 05:22:02.611155

    		1.5 ms

  





  

    		2025-02-20 06:22:04.641475

    		2.2 ms

  





  

    		2025-02-20 07:22:07.223194

    		0.5 ms

  





  

    		2025-02-20 08:22:09.452586

    		0.5 ms

  





  

    		2025-02-20 09:22:10.970609

    		-0.4 ms

  





  

    		2025-02-20 10:22:13.900291

    		-0.9 ms

  





  

    		2025-02-20 11:22:15.716202

    		-2.3 ms

  





  

    		2025-02-20 12:22:18.622555

    		-1.1 ms

  





  

    		2025-02-20 13:22:21.020838

    		-1.7 ms

  





  

    		2025-02-20 14:22:23.638202

    		-0.4 ms

  





  

    		2025-02-20 15:22:25.687466

    		-2.9 ms

  





  

    		2025-02-20 16:22:27.525559

    		1.4 ms

  





  

    		2025-02-20 17:22:29.818935

    		-0.5 ms

  





  

    		2025-02-20 18:22:32.3317

    		0.4 ms

  





  

    		2025-02-20 19:22:34.653646

    		4.2 ms

  





  

    		2025-02-20 20:22:36.336882

    		2.3 ms

  





  

    		2025-02-20 21:22:38.204169

    		0.8 ms

  





  

    		2025-02-20 22:22:40.018666

    		-2.9 ms

  





  

    		2025-02-20 23:22:41.939975

    		-2.9 ms

  





  

    		2025-02-21 00:22:44.284012

    		3.2 ms

  





  

    		2025-02-21 01:22:46.022251

    		3.3 ms

  





  

    		2025-02-21 02:22:48.231387

    		2.1 ms

  





  

    		2025-02-21 03:22:50.264654

    		0.3 ms

  





  

    		2025-02-21 04:22:52.793995

    		1.6 ms

  





  

    		2025-02-21 05:22:54.80274

    		-1.3 ms

  





  

    		2025-02-21 06:22:57.177871

    		0.7 ms

  





  

    		2025-02-21 07:22:59.872177

    		-0.2 ms

  





  

    		2025-02-21 08:23:02.09011

    		-1.2 ms

  





  

    		2025-02-21 09:23:04.501993

    		-0.3 ms

  





  

    		2025-02-21 10:23:06.757296

    		-1.4 ms

  





  

    		2025-02-21 11:23:08.213612

    		-0.5 ms

  





  

    		2025-02-21 12:23:10.700132

    		2.4 ms

  





  

    		2025-02-21 13:23:13.348582

    		-0.8 ms

  





  

    		2025-02-21 14:23:15.380601

    		0.6 ms

  





  

    		2025-02-21 15:23:17.10951

    		-1.2 ms

  





  

    		2025-02-21 16:23:20.035667

    		-2.0 ms

  





  

    		2025-02-21 17:23:22.196655

    		1.7 ms

  





  

    		2025-02-21 18:23:25.081791

    		2.1 ms

  





  

    		2025-02-21 19:23:26.768716

    		2.3 ms

  





  

    		2025-02-21 20:23:28.960892

    		-5.8 ms

  





  

    		2025-02-21 21:23:30.60415

    		-0.2 ms

  





  

    		2025-02-21 22:23:32.910227

    		-1.2 ms

  





  

    		2025-02-21 23:23:35.203543

    		-1.4 ms

  





  

    		2025-02-22 00:23:37.180402

    		-1.4 ms

  





  

    		2025-02-22 01:23:39.099586

    		-1.7 ms

  





  

    		2025-02-22 02:23:41.37351

    		-1.6 ms

  





  

    		2025-02-22 03:23:43.581725

    		0.1 ms

  





  

    		2025-02-22 04:23:45.422015

    		0.6 ms

  





  

    		2025-02-22 05:23:47.981245

    		-0.9 ms

  





  

    		2025-02-22 06:23:50.30173

    		1.3 ms

  





  

    		2025-02-22 07:23:52.8937

    		-0.7 ms

  





  

    		2025-02-22 08:23:55.258456

    		1.2 ms

  





  

    		2025-02-22 09:23:57.035072

    		3.1 ms

  





  

    		2025-02-22 10:23:59.8375

    		-1.0 ms

  





  

    		2025-02-22 11:24:01.723603

    		0.3 ms

  





  

    		2025-02-22 12:24:03.610062

    		4.1 ms

  





  

    		2025-02-22 13:24:05.869448

    		0.0 ms

  





  

    		2025-02-22 14:24:07.58255

    		-0.2 ms

  





  

    		2025-02-22 15:24:10.44088

    		1.4 ms

  





  

    		2025-02-22 16:24:12.959484

    		-0.6 ms

  





  

    		2025-02-22 17:24:15.955034

    		1.3 ms

  





  

    		2025-02-22 18:24:18.584855

    		0.4 ms

  





  

    		2025-02-22 19:24:21.18007

    		1.0 ms

  





  

    		2025-02-22 20:24:23.499178

    		1.1 ms

  





  

    		2025-02-22 21:24:25.814736

    		-0.3 ms

  





  

    		2025-02-22 22:24:28.424089

    		-0.3 ms

  





  

    		2025-02-22 23:24:30.45804

    		1.3 ms

  





  

    		2025-02-23 00:24:32.740136

    		-1.2 ms

  





  

    		2025-02-23 01:24:34.726511

    		-1.4 ms

  





  

    		2025-02-23 02:24:37.005007

    		0.3 ms

  





  

    		2025-02-23 03:24:39.235582

    		-0.1 ms

  





  

    		2025-02-23 04:24:41.24657

    		1.2 ms

  





  

    		2025-02-23 05:24:43.543281

    		-1.0 ms

  





  

    		2025-02-23 06:24:45.435553

    		0.6 ms

  





  

    		2025-02-23 07:24:47.874063

    		-0.1 ms

  





  

    		2025-02-23 08:24:50.380732

    		0.9 ms

  





  

    		2025-02-23 09:24:52.094958

    		0.3 ms

  





  

    		2025-02-23 10:24:53.989118

    		3.3 ms

  





  

    		2025-02-23 11:24:56.372522

    		1.7 ms

  





  

    		2025-02-23 12:24:58.01262

    		0.9 ms

  





  

    		2025-02-23 13:24:59.623593

    		-0.5 ms

  





  

    		2025-02-23 14:25:02.066956

    		1.5 ms

  





  

    		2025-02-23 15:25:04.041528

    		-0.7 ms

  





  

    		2025-02-23 16:25:06.598354

    		-1.8 ms

  





  

    		2025-02-23 17:25:09.215125

    		-3.3 ms

  





  

    		2025-02-23 18:25:11.794541

    		-0.9 ms

  





  

    		2025-02-23 19:25:14.677208

    		-0.8 ms

  





  

    		2025-02-23 20:25:17.046169

    		1.1 ms

  





  

    		2025-02-23 21:25:19.555082

    		-0.7 ms

  





  

    		2025-02-23 22:25:21.924283

    		-1.2 ms

  





  

    		2025-02-23 23:25:24.135777

    		-1.4 ms

  





  

    		2025-02-24 00:25:26.192481

    		-2.0 ms

  





  

    		2025-02-24 01:25:28.218393

    		1.4 ms

  





  

    		2025-02-24 02:25:30.701765

    		1.1 ms

  





  

    		2025-02-24 03:25:32.749379

    		-0.2 ms

  





  

    		2025-02-24 04:25:34.715973

    		-0.2 ms

  





  

    		2025-02-24 05:25:37.158207

    		-0.9 ms

  





  

    		2025-02-24 06:25:38.95535

    		1.2 ms

  





  

    		2025-02-24 07:25:41.378554

    		1.7 ms

  





  

    		2025-02-24 08:25:43.619201

    		-0.4 ms

  





  

    		2025-02-24 09:25:45.244793

    		-1.2 ms

  





  

    		2025-02-24 10:25:47.04813

    		0.7 ms

  





  

    		2025-02-24 11:25:49.021729

    		-0.3 ms

  





  

    		2025-02-24 12:25:51.03292

    		2.0 ms

  





  

    		2025-02-24 13:25:53.775889

    		-4.7 ms

  





  

    		2025-02-24 14:25:55.477083

    		-0.4 ms

  





  

    		2025-02-24 15:25:57.372047

    		-0.2 ms

  





  

    		2025-02-24 16:25:59.194679

    		2.1 ms

  





  

    		2025-02-24 17:26:01.378905

    		1.2 ms

  





  

    		2025-02-24 18:26:04.355955

    		-1.4 ms

  





  

    		2025-02-24 19:26:06.929863

    		6.8 ms

  





  

    		2025-02-24 20:26:09.496799

    		9.2 ms

  





  

    		2025-02-24 21:26:11.147736

    		-1.9 ms

  





  

    		2025-02-24 22:26:14.012124

    		-1.1 ms

  





  

    		2025-02-24 23:26:16.213131

    		-1.6 ms

  





  

    		2025-02-25 00:26:17.867189

    		-1.9 ms

  





  

    		2025-02-25 01:26:20.41574

    		0.2 ms

  





  

    		2025-02-25 02:26:22.301475

    		-1.2 ms

  





  

    		2025-02-25 03:26:24.481216

    		-1.0 ms

  





  

    		2025-02-25 04:26:26.70803

    		0.9 ms

  





  

    		2025-02-25 05:26:28.587497

    		-0.1 ms

  





  

    		2025-02-25 06:26:30.939181

    		-1.6 ms

  





  

    		2025-02-25 07:26:32.955256

    		2.0 ms

  





  

    		2025-02-25 08:26:35.169272

    		9.1 ms

  





  

    		2025-02-25 09:26:36.648678

    		-0.8 ms

  





  

    		2025-02-25 10:26:38.362369

    		-0.5 ms

  





  

    		2025-02-25 11:26:40.034224

    		1.4 ms

  





  

    		2025-02-25 12:26:41.483755

    		1.0 ms

  





  

    		2025-02-25 13:26:43.720244

    		0.3 ms

  





  

    		2025-02-25 14:26:45.684426

    		0.6 ms

  





  

    		2025-02-25 15:26:47.580574

    		2.1 ms

  





  

    		2025-02-25 16:26:49.442365

    		3.8 ms

  





  

    		2025-02-25 17:26:51.964686

    		3.3 ms

  





  

    		2025-02-25 18:26:54.52991

    		-2.0 ms

  





  

    		2025-02-25 19:26:57.036166

    		-1.6 ms

  





  

    		2025-02-25 20:26:59.231977

    		-5.8 ms

  





  

    		2025-02-25 21:27:01.119927

    		1.3 ms

  





  

    		2025-02-25 22:27:03.372271

    		-0.3 ms

  





  

    		2025-02-25 23:27:05.342626

    		-2.2 ms

  





  

    		2025-02-26 00:27:06.938344

    		-1.9 ms

  





  

    		2025-02-26 01:27:08.810804

    		-1.1 ms

  





  

    		2025-02-26 02:27:10.582903

    		0.2 ms

  





  

    		2025-02-26 03:27:12.625718

    		-2.0 ms

  





  

    		2025-02-26 04:27:14.301961

    		0.4 ms

  





  

    		2025-02-26 05:27:16.504132

    		-1.3 ms

  





  

    		2025-02-26 06:27:19.12757

    		-2.2 ms

  





  

    		2025-02-26 07:27:21.674125

    		1.6 ms

  





  

    		2025-02-26 08:27:23.16084

    		2.1 ms

  





  

    		2025-02-26 09:27:24.899446

    		7.3 ms

  





  

    		2025-02-26 10:27:26.434743

    		1.4 ms

  





  

    		2025-02-26 11:27:28.117119

    		-0.9 ms

  





  

    		2025-02-26 12:27:29.759495

    		0.2 ms

  





  

    		2025-02-26 13:27:31.16277

    		-1.9 ms

  





  

    		2025-02-26 14:27:32.676704

    		6.0 ms

  





  

    		2025-02-26 15:27:34.224383

    		1.4 ms

  





  

    		2025-02-26 16:27:35.711211

    		-2.9 ms

  





  

    		2025-02-26 17:27:38.312419

    		0.4 ms

  





  

    		2025-02-26 18:27:40.614212

    		3.9 ms

  





  

    		2025-02-26 19:27:42.880063

    		1.6 ms

  





  

    		2025-02-26 20:27:45.267389

    		-0.1 ms

  





  

    		2025-02-26 21:27:46.961477

    		0.7 ms

  





  

    		2025-02-26 22:27:48.940144

    		0.5 ms

  





  

    		2025-02-26 23:27:51.08566

    		-1.0 ms

  





  

    		2025-02-27 00:27:53.326687

    		-0.5 ms

  





  

    		2025-02-27 01:27:55.22866

    		-1.1 ms

  





  

    		2025-02-27 02:27:57.381068

    		-1.5 ms

  





  

    		2025-02-27 03:27:59.452001

    		0.8 ms

  





  

    		2025-02-27 04:28:01.291816

    		-2.3 ms

  





  

    		2025-02-27 05:28:02.771092

    		-0.2 ms

  





  

    		2025-02-27 06:28:05.065349

    		0.7 ms

  





  

    		2025-02-27 07:28:06.894011

    		1.4 ms

  





  

    		2025-02-27 08:28:09.258516

    		0.6 ms

  





  

    		2025-02-27 09:28:12.037924

    		1.4 ms

  





  

    		2025-02-27 10:28:13.876964

    		3.7 ms

  





  

    		2025-02-27 11:28:15.94062

    		-0.4 ms

  





  

    		2025-02-27 12:28:18.053751

    		-1.2 ms

  





  

    		2025-02-27 13:28:20.042956

    		-2.5 ms

  





  

    		2025-02-27 14:28:21.80573

    		-1.4 ms

  





  

    		2025-02-27 15:28:24.158956

    		0.2 ms

  





  

    		2025-02-27 16:28:25.874376

    		-0.7 ms

  





  

    		2025-02-27 17:28:28.151852

    		1.7 ms

  





  

    		2025-02-27 18:28:30.957935

    		-0.7 ms

  





  

    		2025-02-27 19:28:34.231702

    		-1.7 ms

  





  

    		2025-02-27 20:28:37.5338

    		-0.9 ms

  





  

    		2025-02-27 21:28:39.864846

    		-0.3 ms

  





  

    		2025-02-27 22:28:42.351553

    		-0.4 ms

  





  

    		2025-02-27 23:28:44.205408

    		-2.3 ms

  





  

    		2025-02-28 00:28:46.71503

    		-1.9 ms

  





  

    		2025-02-28 01:28:49.054533

    		1.0 ms

  





  

    		2025-02-28 02:28:51.068133

    		-0.6 ms

  





  

    		2025-02-28 03:28:53.409642

    		-1.6 ms

  





  

    		2025-02-28 04:28:55.708849

    		1.1 ms

  





  

    		2025-02-28 05:28:58.506166

    		0.4 ms

  





  

    		2025-02-28 06:29:00.960508

    		-1.7 ms

  





  

    		2025-02-28 07:29:03.423357

    		0.1 ms

  





  

    		2025-02-28 08:29:05.359696

    		2.2 ms

  





  

    		2025-02-28 09:29:07.256504

    		2.1 ms

  





  

    		2025-02-28 10:29:08.928465

    		2.1 ms

  





  

    		2025-02-28 11:29:10.614753

    		1.4 ms

  





  

    		2025-02-28 12:29:12.883767

    		-0.1 ms

  





  

    		2025-02-28 13:29:14.864849

    		0.1 ms

  





  

    		2025-02-28 14:29:16.546771

    		-0.5 ms

  





  

    		2025-02-28 15:29:18.449286

    		-0.2 ms

  





  

    		2025-02-28 16:29:20.321605

    		1.8 ms

  





  

    		2025-02-28 17:29:22.305063

    		-0.5 ms

  





  

    		2025-02-28 18:29:24.911057

    		-0.2 ms

  





  

    		2025-02-28 19:29:27.228706

    		0.0 ms

  





  

    		2025-02-28 20:29:28.884455

    		-1.1 ms

  





  

    		2025-02-28 21:29:31.886347

    		-1.4 ms

  





  

    		2025-02-28 22:29:34.014731

    		-1.0 ms

  





  

    		2025-02-28 23:29:35.739205

    		1.3 ms

  





  

    		2025-03-01 00:29:38.232872

    		-1.1 ms

  





  

    		2025-03-01 01:29:40.056164

    		1.2 ms

  





  

    		2025-03-01 02:29:42.144812

    		1.3 ms

  





  

    		2025-03-01 03:29:44.165961

    		-1.4 ms

  





  

    		2025-03-01 04:29:46.362784

    		-0.6 ms

  





  

    		2025-03-01 05:29:48.566618

    		-1.1 ms

  





  

    		2025-03-01 06:29:50.629456

    		-0.5 ms

  





  

    		2025-03-01 07:29:52.460413

    		-0.1 ms

  





  

    		2025-03-01 08:29:54.125975

    		-0.3 ms

  





  

    		2025-03-01 09:29:55.865913

    		1.0 ms

  





  

    		2025-03-01 10:29:57.640871

    		-1.1 ms

  





  

    		2025-03-01 11:30:00.287045

    		-0.8 ms

  





  

    		2025-03-01 12:30:01.943913

    		1.0 ms

  





  

    		2025-03-01 13:30:04.977636

    		-0.4 ms

  





  

    		2025-03-01 14:30:08.178631

    		-0.9 ms

  





  

    		2025-03-01 15:30:10.323604

    		1.7 ms

  





  

    		2025-03-01 16:30:12.836492

    		0.4 ms

  





  

    		2025-03-01 17:30:15.105615

    		-0.7 ms

  





  

    		2025-03-01 18:30:18.139933

    		1.2 ms

  





  

    		2025-03-01 19:30:21.420855

    		0.5 ms

  





  

    		2025-03-01 20:30:23.40147

    		-1.8 ms

  





  

    		2025-03-01 21:30:25.577506

    		-0.5 ms

  





  

    		2025-03-01 22:30:27.897737

    		-2.3 ms

  





  

    		2025-03-01 23:30:30.405743

    		-2.1 ms

  





  

    		2025-03-02 00:30:32.583076

    		-1.9 ms

  





  

    		2025-03-02 01:30:34.675225

    		-2.6 ms

  





  

    		2025-03-02 02:30:36.898454

    		-0.9 ms

  





  

    		2025-03-02 03:30:39.083328

    		-1.6 ms

  





  

    		2025-03-02 04:30:40.814799

    		2.7 ms

  





  

    		2025-03-02 05:30:42.797596

    		-0.7 ms

  





  

    		2025-03-02 06:30:45.234314

    		-1.8 ms

  





  

    		2025-03-02 07:30:47.812749

    		0.0 ms

  





  

    		2025-03-02 08:30:49.44015

    		-0.8 ms

  





  

    		2025-03-02 09:30:51.217429

    		-0.3 ms

  





  

    		2025-03-02 10:30:53.696588

    		2.9 ms

  





  

    		2025-03-02 11:30:56.490835

    		1.4 ms

  





  

    		2025-03-02 12:30:58.863824

    		-0.9 ms

  





  

    		2025-03-02 13:31:00.749911

    		1.0 ms

  





  

    		2025-03-02 14:31:03.014128

    		-0.7 ms

  





  

    		2025-03-02 15:31:04.666084

    		1.2 ms

  





  

    		2025-03-02 16:31:07.182964

    		0.6 ms

  





  

    		2025-03-02 17:31:09.450685

    		0.3 ms

  





  

    		2025-03-02 18:31:12.838065

    		1.4 ms

  





  

    		2025-03-02 19:31:15.480198

    		3.4 ms

  





  

    		2025-03-02 20:31:17.779653

    		3.6 ms

  





  

    		2025-03-02 21:31:20.303711

    		-0.7 ms

  





  

    		2025-03-02 22:31:22.69204

    		-0.1 ms

  





  

    		2025-03-02 23:31:24.490619

    		-2.9 ms

  





  

    		2025-03-03 00:31:26.793036

    		-2.4 ms

  





  

    		2025-03-03 01:31:29.010331

    		-1.9 ms

  





  

    		2025-03-03 02:31:31.124067

    		0.3 ms

  





  

    		2025-03-03 03:31:33.33695

    		0.8 ms

  





  

    		2025-03-03 04:31:35.693724

    		-1.4 ms

  





  

    		2025-03-03 05:31:38.074133

    		-0.6 ms

  





  

    		2025-03-03 06:31:40.386103

    		-0.1 ms

  





  

    		2025-03-03 07:31:43.088843

    		1.2 ms

  





  

    		2025-03-03 08:31:46.521408

    		0.2 ms

  





  

    		2025-03-03 09:31:48.141448

    		-0.4 ms

  





  

    		2025-03-03 10:31:49.903908

    		1.0 ms

  





  

    		2025-03-03 11:31:51.745476

    		-0.7 ms

  





  

    		2025-03-03 12:31:54.192242

    		-0.4 ms

  





  

    		2025-03-03 13:31:56.547729

    		-1.6 ms

  





  

    		2025-03-03 14:31:58.177991

    		-0.9 ms

  





  

    		2025-03-03 15:31:59.780412

    		3.3 ms

  





  

    		2025-03-03 16:32:01.59295

    		1.4 ms

  





  

    		2025-03-03 17:32:03.402199

    		1.1 ms

  





  

    		2025-03-03 18:32:05.105612

    		0.0 ms

  





  

    		2025-03-03 19:32:06.717102

    		-2.9 ms

  





  

    		2025-03-03 20:32:08.904813

    		-0.2 ms

  





  

    		2025-03-03 21:32:12.091731

    		0.7 ms

  





  

    		2025-03-03 22:32:14.661028

    		1.6 ms

  





  

    		2025-03-03 23:32:16.377898

    		2.4 ms

  





  

    		2025-03-04 00:32:18.952385

    		-0.9 ms

  





  

    		2025-03-04 01:32:20.756714

    		-0.6 ms

  





  

    		2025-03-04 02:32:22.46361

    		-0.6 ms

  





  

    		2025-03-04 03:32:24.808562

    		-0.9 ms

  





  

    		2025-03-04 04:32:26.73949

    		-0.5 ms

  





  

    		2025-03-04 05:32:28.682189

    		-0.8 ms

  





  

    		2025-03-04 06:32:31.10206

    		1.6 ms

  





  

    		2025-03-04 07:32:33.026341

    		-6.4 ms

  





  

    		2025-03-04 08:32:34.596701

    		-0.6 ms

  





  

    		2025-03-04 09:32:36.306096

    		-0.3 ms

  





  

    		2025-03-04 10:32:37.897186

    		14.8 ms

  





  

    		2025-03-04 11:32:39.90886

    		-0.7 ms

  





  

    		2025-03-04 12:32:41.607556

    		0.2 ms

  





  

    		2025-03-04 13:32:43.908474

    		2.9 ms

  





  

    		2025-03-04 14:32:45.729131

    		1.3 ms

  





  

    		2025-03-04 15:32:47.514089

    		1.7 ms

  





  

    		2025-03-04 16:32:49.131351

    		0.1 ms

  





  

    		2025-03-04 17:32:50.893119

    		-1.1 ms

  





  

    		2025-03-04 18:32:53.024139

    		0.6 ms

  





  

    		2025-03-04 19:32:55.805594

    		-2.4 ms

  





  

    		2025-03-04 20:32:57.486747

    		1.3 ms

  





  

    		2025-03-04 21:33:00.464787

    		1.3 ms

  





  

    		2025-03-04 22:33:02.767759

    		2.0 ms

  





  

    		2025-03-04 23:33:05.144119

    		-0.8 ms

  





  

    		2025-03-05 00:33:07.040572

    		-0.8 ms

  





  

    		2025-03-05 01:33:08.782235

    		-1.4 ms

  





  

    		2025-03-05 02:33:10.909708

    		-0.9 ms

  





  

    		2025-03-05 03:33:12.702847

    		1.1 ms

  





  

    		2025-03-05 04:33:14.486086

    		0.9 ms

  





  

    		2025-03-05 05:33:16.254374

    		-1.1 ms

  





  

    		2025-03-05 06:33:18.288436

    		1.5 ms

  





  

    		2025-03-05 07:33:21.187428

    		-0.7 ms

  





  

    		2025-03-05 08:33:23.245385

    		1.1 ms

  





  

    		2025-03-05 09:33:25.131123

    		1.0 ms

  





  

    		2025-03-05 10:33:26.774237

    		0.0 ms

  





  

    		2025-03-05 11:33:28.644515

    		-0.7 ms

  





  

    		2025-03-05 12:33:30.412462

    		-0.7 ms

  





  

    		2025-03-05 13:33:32.150432

    		-0.5 ms

  





  

    		2025-03-05 14:33:34.065425

    		0.5 ms

  





  

    		2025-03-05 15:33:36.203611

    		0.1 ms

  





  

    		2025-03-05 16:33:38.180172

    		-2.9 ms

  





  

    		2025-03-05 17:33:40.073222

    		0.6 ms

  





  

    		2025-03-05 18:33:42.761035

    		0.7 ms

  





  

    		2025-03-05 19:33:44.721629

    		0.6 ms

  





  

    		2025-03-05 20:33:47.383309

    		0.3 ms

  





  

    		2025-03-05 21:33:49.814878

    		0.8 ms

  





  

    		2025-03-05 22:33:52.613885

    		-1.0 ms

  





  

    		2025-03-05 23:33:54.735946

    		-6.6 ms

  





  

    		2025-03-06 00:33:56.224613

    		-5.7 ms

  





  

    		2025-03-06 01:33:58.203194

    		-0.2 ms

  





  

    		2025-03-06 02:33:59.611405

    		1.8 ms

  





  

    		2025-03-06 03:34:01.279276

    		-1.3 ms

  





  

    		2025-03-06 04:34:02.706182

    		-1.2 ms

  





  

    		2025-03-06 05:34:05.041252

    		-1.3 ms

  





  

    		2025-03-06 06:34:07.411824

    		-1.0 ms

  





  

    		2025-03-06 07:34:10.120665

    		0.2 ms

  





  

    		2025-03-06 08:34:12.280826

    		2.5 ms

  





  

    		2025-03-06 09:34:14.124454

    		1.9 ms

  





  

    		2025-03-06 10:34:16.357861

    		-0.6 ms

  





  

    		2025-03-06 11:34:18.340961

    		-1.0 ms

  





  

    		2025-03-06 12:34:20.61221

    		1.5 ms

  





  

    		2025-03-06 13:34:22.747331

    		1.6 ms

  





  

    		2025-03-06 14:34:24.745055

    		0.7 ms

  





  

    		2025-03-06 15:34:26.421852

    		-0.8 ms

  





  

    		2025-03-06 16:34:28.651392

    		0.9 ms

  





  

    		2025-03-06 17:34:30.768795

    		-0.6 ms

  





  

    		2025-03-06 18:34:33.347177

    		-0.3 ms

  





  

    		2025-03-06 19:34:35.732067

    		-0.9 ms

  





  

    		2025-03-06 20:34:38.110763

    		-2.0 ms

  





  

    		2025-03-06 21:34:40.525818

    		0.3 ms

  





  

    		2025-03-06 22:34:42.611228

    		2.3 ms

  





  

    		2025-03-06 23:34:44.709129

    		2.1 ms

  





  

    		2025-03-07 00:34:46.925464

    		0.3 ms

  





  

    		2025-03-07 01:34:48.885638

    		-0.4 ms

  





  

    		2025-03-07 02:34:50.850209

    		0.4 ms

  





  

    		2025-03-07 03:34:53.324767

    		-1.9 ms

  





  

    		2025-03-07 04:34:54.944614

    		-0.6 ms

  





  

    		2025-03-07 05:34:56.704894

    		2.0 ms

  





  

    		2025-03-07 06:34:58.701856

    		0.4 ms

  





  

    		2025-03-07 07:35:00.119018

    		2.2 ms

  





  

    		2025-03-07 08:35:02.0804

    		0.9 ms

  





  

    		2025-03-07 09:35:04.644696

    		-0.4 ms

  





  

    		2025-03-07 10:35:07.242824

    		-2.1 ms

  





  

    		2025-03-07 11:35:09.237671

    		2.0 ms

  





  

    		2025-03-07 12:35:10.842448

    		3.5 ms

  





  

    		2025-03-07 13:35:13.024104

    		1.2 ms

  





  

    		2025-03-07 14:35:15.527193

    		-0.9 ms

  





  

    		2025-03-07 15:35:17.739749

    		2.6 ms

  





  

    		2025-03-07 16:35:20.872113

    		1.7 ms

  





  

    		2025-03-07 17:35:23.358944

    		0.8 ms

  





  

    		2025-03-07 18:35:24.94331

    		-1.4 ms

  





  

    		2025-03-07 19:35:28.037386

    		0.6 ms

  





  

    		2025-03-07 20:35:30.151647

    		3.4 ms

  





  

    		2025-03-07 21:35:32.573674

    		-0.8 ms

  





  

    		2025-03-07 22:35:34.630074

    		-0.2 ms

  





  

    		2025-03-07 23:35:36.272849

    		1.6 ms

  





  

    		2025-03-08 00:35:38.609246

    		-0.9 ms

  





  

    		2025-03-08 01:35:40.926187

    		-1.4 ms

  





  

    		2025-03-08 02:35:42.63998

    		-0.3 ms

  





  

    		2025-03-08 03:35:44.671469

    		-2.3 ms

  





  

    		2025-03-08 04:35:46.874439

    		-4.5 ms

  





  

    		2025-03-08 05:35:48.365741

    		-3.3 ms

  





  

    		2025-03-08 06:37:04.155933

    		-0.1 ms

  





  

    		2025-03-08 07:37:06.501034

    		2.6 ms

  





  

    		2025-03-08 08:37:09.142819

    		1.4 ms

  





  

    		2025-03-08 09:37:13.363074

    		1.1 ms

  





  

    		2025-03-08 10:37:16.660181

    		1.5 ms

  





  

    		2025-03-08 11:37:18.596751

    		1.2 ms

  





  

    		2025-03-08 12:37:21.962272

    		0.3 ms

  





  

    		2025-03-08 13:37:26.263263

    		1.2 ms

  





  

    		2025-03-08 14:37:30.190336

    		-0.6 ms

  





  

    		2025-03-08 15:37:33.289811

    		1.7 ms

  





  

    		2025-03-08 16:37:36.40238

    		-0.8 ms

  





  

    		2025-03-08 17:37:39.098271

    		1.5 ms

  





  

    		2025-03-08 18:37:40.830629

    		-0.5 ms

  





  

    		2025-03-08 19:37:43.624678

    		1.1 ms

  





  

    		2025-03-08 20:37:45.677813

    		0.7 ms

  





  

    		2025-03-08 21:37:48.327034

    		-1.2 ms

  





  

    		2025-03-08 22:37:50.958006

    		-0.1 ms

  





  

    		2025-03-08 23:37:53.482592

    		-0.4 ms

  





  

    		2025-03-09 00:37:55.268017

    		-2.0 ms

  





  

    		2025-03-09 01:37:57.558308

    		0.9 ms

  





  

    		2025-03-09 02:38:00.165652

    		-0.5 ms

  





  

    		2025-03-09 03:38:01.97828

    		-1.7 ms

  





  

    		2025-03-09 04:38:04.265771

    		-1.2 ms

  





  

    		2025-03-09 05:38:06.405445

    		1.6 ms

  





  

    		2025-03-09 06:38:08.617002

    		-0.5 ms

  





  

    		2025-03-09 07:38:10.354818

    		0.0 ms

  





  

    		2025-03-09 08:38:12.767111

    		0.6 ms

  





  

    		2025-03-09 09:38:15.074418

    		-0.2 ms

  





  

    		2025-03-09 10:38:16.694402

    		-1.4 ms

  





  

    		2025-03-09 11:38:19.735473

    		0.1 ms

  





  

    		2025-03-09 12:38:21.911026

    		-2.4 ms

  





  

    		2025-03-09 13:38:25.539169

    		1.6 ms

  





  

    		2025-03-09 14:38:28.042026

    		-1.2 ms

  





  

    		2025-03-09 15:38:29.904784

    		0.0 ms

  





  

    		2025-03-09 16:38:33.292694

    		-0.2 ms

  





  

    		2025-03-09 17:38:34.925875

    		-0.7 ms

  





  

    		2025-03-09 18:38:36.934466

    		3.7 ms

  





  

    		2025-03-09 19:38:40.626462

    		-1.5 ms

  





  

    		2025-03-09 20:38:43.357347

    		1.5 ms

  





  

    		2025-03-09 21:38:45.184202

    		-0.5 ms

  





  

    		2025-03-09 22:38:47.608266

    		-2.0 ms

  





  

    		2025-03-09 23:38:50.556022

    		-2.7 ms

  





  

    		2025-03-10 00:38:53.60157

    		0.9 ms

  





  

    		2025-03-10 01:38:56.487432

    		0.3 ms

  





  

    		2025-03-10 02:38:58.762101

    		-2.6 ms

  





  

    		2025-03-10 03:39:01.611788

    		0.8 ms

  





  

    		2025-03-10 04:39:03.939408

    		-0.3 ms

  





  

    		2025-03-10 05:39:06.114121

    		-1.1 ms

  





  

    		2025-03-10 06:39:08.59335

    		-0.1 ms

  





  

    		2025-03-10 07:39:10.403817

    		2.4 ms

  





  

    		2025-03-10 08:39:12.118169

    		3.1 ms

  





  

    		2025-03-10 09:39:14.025438

    		1.7 ms

  





  

    		2025-03-10 10:39:15.599745

    		8.3 ms

  





  

    		2025-03-10 11:39:17.232019

    		0.7 ms

  





  

    		2025-03-10 12:39:18.976968

    		2.4 ms

  





  

    		2025-03-10 13:39:20.67204

    		2.5 ms

  





  

    		2025-03-10 14:39:22.718875

    		1.8 ms

  





  

    		2025-03-10 15:39:24.84464

    		4.6 ms

  





  

    		2025-03-10 16:39:26.441276

    		3.3 ms

  





  

    		2025-03-10 17:39:28.13944

    		1.9 ms

  





  

    		2025-03-10 18:39:30.194408

    		1.6 ms

  





  

    		2025-03-10 19:39:32.91182

    		0.9 ms

  





  

    		2025-03-10 20:39:35.760236

    		1.1 ms

  





  

    		2025-03-10 21:39:37.979111

    		1.2 ms

  





  

    		2025-03-10 22:39:40.067424

    		0.6 ms

  





  

    		2025-03-10 23:39:41.987588

    		0.3 ms

  





  

    		2025-03-11 00:39:44.43957

    		-3.4 ms

  





  

    		2025-03-11 01:39:46.726689

    		1.3 ms

  





  

    		2025-03-11 02:39:49.06776

    		2.1 ms

  





  

    		2025-03-11 03:39:51.528741

    		1.7 ms

  





  

    		2025-03-11 04:39:53.697148

    		1.6 ms

  





  

    		2025-03-11 05:39:56.044023

    		2.3 ms

  





  

    		2025-03-11 06:39:58.316622

    		1.7 ms

  





  

    		2025-03-11 07:39:59.90586

    		2.1 ms

  





  

    		2025-03-11 08:40:01.768071

    		2.0 ms

  





  

    		2025-03-11 09:40:03.429782

    		2.5 ms

  





  

    		2025-03-11 10:40:05.612948

    		2.7 ms

  





  

    		2025-03-11 11:40:07.878495

    		1.8 ms

  





  

    		2025-03-11 12:40:10.533146

    		4.3 ms

  





  

    		2025-03-11 13:40:12.103656

    		1.2 ms

  





  

    		2025-03-11 14:40:14.81636

    		1.3 ms

  





  

    		2025-03-11 15:40:17.64861

    		3.0 ms

  





  

    		2025-03-11 16:40:19.514567

    		5.5 ms

  





  

    		2025-03-11 17:40:21.463146

    		-0.2 ms

  





  

    		2025-03-11 18:40:23.89072

    		0.6 ms

  





  

    		2025-03-11 19:40:26.733548

    		-1.1 ms

  





  

    		2025-03-11 20:40:29.066386

    		2.0 ms

  





  

    		2025-03-11 21:40:31.336856

    		-0.5 ms

  





  

    		2025-03-11 22:40:34.039084

    		-1.3 ms

  





  

    		2025-03-11 23:40:36.164397

    		-1.5 ms

  





  

    		2025-03-12 00:40:37.785657

    		-2.4 ms

  





  

    		2025-03-12 01:40:39.477029

    		-2.3 ms

  





  

    		2025-03-12 02:40:41.302244

    		-0.5 ms

  





  

    		2025-03-12 03:40:43.249122

    		-1.3 ms

  





  

    		2025-03-12 04:40:45.331467

    		-1.6 ms

  





  

    		2025-03-12 05:40:47.487294

    		-0.2 ms

  





  

    		2025-03-12 06:40:49.97542

    		-1.2 ms

  





  

    		2025-03-12 07:40:51.895865

    		2.2 ms

  





  

    		2025-03-12 08:40:54.36068

    		-1.2 ms

  





  

    		2025-03-12 09:40:55.970522

    		0.4 ms

  





  

    		2025-03-12 10:40:58.088576

    		2.0 ms

  





  

    		2025-03-12 11:40:59.566503

    		0.7 ms

  





  

    		2025-03-12 12:41:00.913182

    		2.8 ms

  





  

    		2025-03-12 13:41:02.447449

    		0.6 ms

  





  

    		2025-03-12 14:41:04.703569

    		0.5 ms

  





  

    		2025-03-12 15:41:06.284269

    		-0.6 ms

  





  

    		2025-03-12 16:41:07.930126

    		1.1 ms

  





  

    		2025-03-12 17:41:10.550571

    		0.4 ms

  





  

    		2025-03-12 18:41:13.087189

    		-2.4 ms

  





  

    		2025-03-12 19:41:15.719931

    		6.8 ms

  





  

    		2025-03-12 20:41:17.715937

    		7.8 ms

  





  

    		2025-03-12 21:41:20.884529

    		-1.3 ms

  





  

    		2025-03-12 22:41:22.692919

    		-1.3 ms

  





  

    		2025-03-12 23:41:24.687918

    		0.4 ms

  





  

    		2025-03-13 00:41:26.775504

    		-0.6 ms

  





  

    		2025-03-13 01:41:29.009097

    		-1.1 ms

  





  

    		2025-03-13 02:41:30.917785

    		-2.6 ms

  





  

    		2025-03-13 03:41:33.030219

    		0.2 ms

  





  

    		2025-03-13 04:41:34.934118

    		-1.4 ms

  





  

    		2025-03-13 05:41:36.901985

    		-0.3 ms

  





  

    		2025-03-13 06:41:39.242886

    		0.4 ms

  





  

    		2025-03-13 07:41:41.812142

    		1.8 ms

  





  

    		2025-03-13 08:41:44.838215

    		-0.5 ms

  





  

    		2025-03-13 09:41:47.222795

    		5.0 ms

  





  

    		2025-03-13 10:41:49.007131

    		1.5 ms

  





  

    		2025-03-13 11:41:51.288625

    		-0.3 ms

  





  

    		2025-03-13 12:41:52.991512

    		1.2 ms

  





  

    		2025-03-13 13:41:55.475196

    		2.0 ms

  





  

    		2025-03-13 14:41:57.249733

    		0.9 ms

  





  

    		2025-03-13 15:41:59.692796

    		0.7 ms

  





  

    		2025-03-13 16:42:01.579841

    		-0.4 ms

  





  

    		2025-03-13 17:42:03.490979

    		-0.7 ms

  





  

    		2025-03-13 18:42:06.168782

    		-1.7 ms

  





  

    		2025-03-13 19:42:08.163802

    		0.9 ms

  





  

    		2025-03-13 20:42:11.053579

    		-0.3 ms

  





  

    		2025-03-13 21:42:13.052234

    		-2.8 ms

  





  

    		2025-03-13 22:42:14.674089

    		-3.4 ms

  





  

    		2025-03-13 23:42:16.117714

    		-0.1 ms

  





  

    		2025-03-14 00:42:18.680329

    		-2.0 ms

  





  

    		2025-03-14 01:42:20.593286

    		-1.1 ms

  





  

    		2025-03-14 02:42:22.413266

    		1.3 ms

  





  

    		2025-03-14 03:42:24.063338

    		1.8 ms

  





  

    		2025-03-14 04:42:26.063267

    		2.3 ms

  





  

    		2025-03-14 05:42:27.777063

    		1.6 ms

  





  

    		2025-03-14 06:42:29.483027

    		0.9 ms

  





  

    		2025-03-14 07:42:31.775128

    		1.8 ms

  





  

    		2025-03-14 08:42:34.172392

    		0.3 ms

  





  

    		2025-03-14 09:42:36.54435

    		3.2 ms

  





  

    		2025-03-14 10:42:38.107482

    		-1.1 ms

  





  

    		2025-03-14 11:42:39.645494

    		5.5 ms

  





  

    		2025-03-14 12:42:41.177497

    		6.7 ms

  





  

    		2025-03-14 13:42:43.660966

    		1.7 ms

  





  

    		2025-03-14 14:42:45.569598

    		-0.1 ms

  





  

    		2025-03-14 15:42:47.374238

    		1.8 ms

  





  

    		2025-03-14 16:42:49.17644

    		-0.4 ms

  





  

    		2025-03-14 17:42:51.067535

    		0.8 ms

  





  

    		2025-03-14 18:42:53.838743

    		0.7 ms

  





  

    		2025-03-14 19:42:55.889744

    		0.0 ms

  





  

    		2025-03-14 20:42:58.549382

    		-0.4 ms

  





  

    		2025-03-14 21:43:00.836722

    		-1.7 ms

  





  

    		2025-03-14 22:43:03.554475

    		0.5 ms

  





  

    		2025-03-14 23:43:05.519135

    		-1.3 ms

  





  

    		2025-03-15 00:43:07.538204

    		-2.6 ms

  





  

    		2025-03-15 01:43:09.340629

    		-2.2 ms

  





  

    		2025-03-15 02:43:11.676426

    		-1.3 ms

  





  

    		2025-03-15 03:43:14.08511

    		0.3 ms

  





  

    		2025-03-15 04:43:16.518905

    		-1.3 ms

  





  

    		2025-03-15 05:43:18.627602

    		-1.1 ms

  





  

    		2025-03-15 06:43:20.632079

    		-0.3 ms

  





  

    		2025-03-15 07:43:23.54191

    		-2.3 ms

  





  

    		2025-03-15 08:43:26.183101

    		1.3 ms

  





  

    		2025-03-15 09:43:27.799872

    		0.7 ms

  





  

    		2025-03-15 10:43:29.801601

    		-1.2 ms

  





  

    		2025-03-15 11:43:31.893882

    		0.1 ms

  





  

    		2025-03-15 12:43:33.945475

    		0.8 ms

  





  

    		2025-03-15 13:43:36.152084

    		0.0 ms

  





  

    		2025-03-15 14:43:37.811236

    		1.1 ms

  





  

    		2025-03-15 15:43:39.918345

    		2.2 ms

  





  

    		2025-03-15 16:43:41.504219

    		-0.3 ms

  





  

    		2025-03-15 17:43:43.933234

    		-0.8 ms

  





  

    		2025-03-15 18:43:46.412452

    		-2.8 ms

  





  

    		2025-03-15 19:43:48.60599

    		-1.7 ms

  





  

    		2025-03-15 20:43:51.246315

    		-1.1 ms

  





  

    		2025-03-15 21:43:53.278886

    		-1.6 ms

  





  

    		2025-03-15 22:43:55.14543

    		-1.5 ms

  





  

    		2025-03-15 23:43:57.512793

    		-2.0 ms

  





  

    		2025-03-16 00:44:00.001933

    		-1.8 ms

  





  

    		2025-03-16 01:44:02.140038

    		0.5 ms

  





  

    		2025-03-16 02:44:04.159381

    		-1.9 ms

  





  

    		2025-03-16 03:44:06.410099

    		1.0 ms

  





  

    		2025-03-16 04:44:08.944795

    		-0.9 ms

  





  

    		2025-03-16 05:44:11.181214

    		0.2 ms

  





  

    		2025-03-16 06:44:13.247349

    		1.7 ms

  





  

    		2025-03-16 07:44:15.85041

    		0.9 ms

  





  

    		2025-03-16 08:44:17.398162

    		0.0 ms

  





  

    		2025-03-16 09:44:20.311557

    		-0.6 ms

  





  

    		2025-03-16 10:44:21.72272

    		1.1 ms

  





  

    		2025-03-16 11:44:23.280334

    		-0.9 ms

  





  

    		2025-03-16 12:44:25.102891

    		-1.0 ms

  





  

    		2025-03-16 13:44:28.522911

    		-0.2 ms

  





  

    		2025-03-16 14:44:30.157159

    		1.6 ms

  





  

    		2025-03-16 15:44:32.884287

    		-1.9 ms

  





  

    		2025-03-16 16:44:36.350986

    		-3.3 ms

  





  

    		2025-03-16 17:44:38.825903

    		-2.8 ms

  





  

    		2025-03-16 18:44:41.610498

    		-0.6 ms

  





  

    		2025-03-16 19:44:43.938884

    		0.5 ms

  





  

    		2025-03-16 20:44:45.892581

    		-0.6 ms

  





  

    		2025-03-16 21:44:48.586474

    		-0.2 ms

  





  

    		2025-03-16 22:44:50.125889

    		-2.6 ms

  





  

    		2025-03-16 23:44:52.00766

    		-1.3 ms

  





  

    		2025-03-17 00:44:54.485835

    		1.0 ms

  





  

    		2025-03-17 01:44:57.076972

    		1.3 ms

  





  

    		2025-03-17 02:44:59.246301

    		-1.0 ms

  





  

    		2025-03-17 03:45:01.022976

    		-1.2 ms

  





  

    		2025-03-17 04:45:03.589454

    		-0.5 ms

  





  

    		2025-03-17 05:45:05.752495

    		2.2 ms

  





  

    		2025-03-17 06:45:08.173259

    		1.6 ms

  





  

    		2025-03-17 07:45:10.778563

    		1.5 ms

  





  

    		2025-03-17 08:45:12.733219

    		-0.9 ms

  





  

    		2025-03-17 09:45:14.418157

    		1.4 ms

  





  

    		2025-03-17 10:45:16.177241

    		-0.4 ms

  





  

    		2025-03-17 11:45:17.565963

    		1.7 ms

  





  

    		2025-03-17 12:45:19.190194

    		0.2 ms

  





  

    		2025-03-17 13:45:20.815833

    		-0.4 ms

  





  

    		2025-03-17 14:45:22.409067

    		0.9 ms

  





  

    		2025-03-17 15:45:24.042472

    		-0.1 ms

  





  

    		2025-03-17 16:45:25.77267

    		-2.4 ms

  





  

    		2025-03-17 17:45:28.518064

    		0.1 ms

  





  

    		2025-03-17 18:45:30.98772

    		2.7 ms

  





  

    		2025-03-17 19:45:32.544167

    		-0.8 ms

  





  

    		2025-03-17 20:45:34.868535

    		-1.6 ms

  





  

    		2025-03-17 21:45:36.561827

    		-0.6 ms

  





  

    		2025-03-17 22:45:38.553035

    		-0.7 ms

  





  

    		2025-03-17 23:45:40.950025

    		-0.4 ms

  





  

    		2025-03-18 00:45:42.927301

    		-1.1 ms

  





  

    		2025-03-18 01:45:45.227383

    		-1.2 ms

  





  

    		2025-03-18 02:45:47.631583

    		-0.1 ms

  





  

    		2025-03-18 03:45:50.722794

    		1.3 ms

  





  

    		2025-03-18 04:45:52.664349

    		-0.2 ms

  





  

    		2025-03-18 05:45:55.129576

    		-0.4 ms

  





  

    		2025-03-18 06:45:57.361894

    		0.5 ms

  





  

    		2025-03-18 07:45:59.317001

    		-0.8 ms

  





  

    		2025-03-18 08:46:01.734134

    		3.2 ms

  





  

    		2025-03-18 09:46:04.040294

    		0.5 ms

  





  

    		2025-03-18 10:46:06.637804

    		2.9 ms

  





  

    		2025-03-18 11:46:08.654342

    		1.8 ms

  





  

    		2025-03-18 12:46:10.344713

    		-0.7 ms

  





  

    		2025-03-18 13:46:11.783204

    		-0.3 ms

  





  

    		2025-03-18 14:46:13.494768

    		0.3 ms

  





  

    		2025-03-18 15:46:16.025729

    		-0.1 ms

  





  

    		2025-03-18 16:46:17.724066

    		-0.6 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2025-03-13 11:51:16.943 UTC

    		193.235.68.10

    		Jonny Lundin (JL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-03-13 11:52:02.755 UTC

    		193.235.68.10

    		Jonny Lundin (JL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-03-03 17:41:19 UTC.

  

  

    		2025-03-13 11:52:27.923 UTC

    		37.123.143.180

    		Jenny Sellsve (JS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-03-13 11:53:01.618 UTC

    		37.123.143.180

    		Jenny Sellsve (JS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-03-03 17:41:19 UTC.

  

  

    		2025-03-13 13:30:44.782 UTC

    		82.209.175.54

    		Joakim Berg (JB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-03-13 13:31:06.463 UTC

    		82.209.175.54

    		Joakim Berg (JB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-03-03 17:41:19 UTC.

  

  

    		2025-03-13 13:49:29.679 UTC

    		195.196.196.126

    		Anders Öberg (AÖ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-03-13 13:50:09.637 UTC

    		195.196.196.126

    		Anders Öberg (AÖ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-03-03 17:41:19 UTC.

  

  

    		2025-03-13 15:15:13.051 UTC

    		195.196.196.9

    		Helena Ölund (HÖ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-03-13 15:16:19.875 UTC

    		195.196.196.9

    		Helena Ölund (HÖ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-03-03 17:41:19 UTC.

  

  

    		2025-03-14 06:53:28.451 UTC

    		194.132.8.43

    		Robert Thunfors (RT) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-03-14 06:54:03.562 UTC

    		194.132.8.43

    		Robert Thunfors (RT) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-03-03 17:41:19 UTC.

  

  

    		2025-03-14 17:49:32.476 UTC

    		194.132.186.53

    		Thommy Bäckström (TB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-03-14 17:50:19.599 UTC

    		194.132.186.53

    		Thommy Bäckström (TB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-03-03 17:41:19 UTC.

  

  

    		2025-03-16 11:41:46.555 UTC

    		95.193.6.50

    		Rickard Carstedt (RC) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-03-16 11:42:32.304 UTC

    		95.193.6.50

    		Rickard Carstedt (RC) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-03-03 17:41:19 UTC.

  

  

    		2025-03-17 09:09:29.684 UTC

    		95.193.186.7

    		Catarina Espmark (CE) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-03-17 10:04:53.969 UTC

    		95.193.186.7

    		Catarina Espmark (CE) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-03-03 17:41:19 UTC.

  

  

    		2025-03-18 17:02:53.258 UTC

    		62.119.255.250

    		Benjamin Henriksson (BH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-03-18 17:03:13.184 UTC

    		62.119.255.250

    		Benjamin Henriksson (BH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-03-11 15:18:20 UTC.

  









